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Abstract

This study explores integrated 10T and Blockchain (BCT) technologies in the digital Human Resource Management (HRM)
process, identifying the managerial phenomena. Using advanced algorithms like K-Means clustering, Random Forest
predictive modeling, and Support Vector Machine sentiment analysis, the study convincingly shows that these technologies
contribute to the optimization of HR management by picking the best method to use. The outcomes of the study reflect the
successful segmentation of employees into clusters having strategies developed with the individual's specific needs in mind.
The existing predictive models of the HRM strategies show an overall high accuracy level ranging from 86% to 92%
precision. Sentiment analysis shows that the majority of the input from the employees (70%) is positive, which indicates
their high job satisfaction. Also, the implementation of Blockchain technology ensures the security and reliability of the
data, with a transaction rate of 200 transactions per second and an average block size of 2 MB. This demonstrates the ability
of 10T and Blockchain technology to transform HRM practices which will aid in making decisions based on the available
data, enhancing employees’ engagement, and ensuring the set of regulations is obeyed.
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I. INTRODUCTION
In the context of the rapidly changing environment created by state-of-the-art technological solutions, the implementation
of innovative technologies into different dimensions of organizational management is a must for ensuring competitive
advantage and operational effectiveness. 10T and Blockchain coming from the rows of advanced technologies have a great
potential to transform HRM with far-reaching consequences in the field of Human Resource Management (HRM). This
study sets to investigate the merging of the Internet of Things (1oT) and Blockchain technologies into the transformation
of HR that entails a radically different management paradigm. With digitalization becoming a catalyst for the profound
changes in modern HR, the role of human resources management as a key function of the organizations actively undergoes
the transformation. Initially, HRM was more or less focused on recruitment, employee engagement, training, and
performance management matters, however nowadays it is confronted with the necessity of implementing the principles of
digitalization into its routine records [1]. 10T as the term used to describe interconnected devices endowed with the
capability of generating and exchanging information in a quicker better way, offers manual process automation
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opportunities to human resource managers. This new technology makes it possible for HRM to function not only in the
area of employee monitoring and workplace safety but also in such fields as talent analytics and remote workforce
management with real-time monitoring and data-driven decision-making being the methods used nowadays. On the one
hand, Blockchain becomes an architect of a new reality, eradicating old HRM techniques used to be the foundation of
workforce management, particularly in the fields of identity verification, credential management, and payroll processing
[2]. Through the aspiration of secure, unchangeable, and clear record-keeping, Blockchain reduces the risks involving
untrust worthy data manipulation that leads to confidence, reliability, and transparency in Human Resource Management
processes. On top of that, smart contracts empowered by Blockchain technology make contracts self-executing thus
smoothing out the worker-employer relationships becoming more efficient and less bureaucratic [3]. Considering the
overall picture of the digital transformation in the HR field, the role of management in that area is crucial. Developing and
implementing appropriate management practices are critically important to the potential of the IoT and Blockchain
technologies can be used to facilitate and ensure that the HR outcomes are in sync with the organizational objectives.
Managers serve as the main agents who plan for technology integration, create a culture of change, and negotiate
complexities involved in change management which comes as a result of the transformation initiatives. Hence, it is through
this research that the interactive nature of 10T Blockchain technology, and digital HRM transformation will be explored,
showing the specific elements of management that will be required to harness the potential and benefits of these
technologies. Through a comprehensive understanding of the advantages, hurdles, and competent strategies that are relative
to integrating these technologies in HRM, the study strives to enable managers to gain the insights needed to steer digital
HRM forward in a successful manner.
Il. RELATED WORKS

The below part gives an extensive literature review concerning the application of digital technologies across a number of
fields such as Industry 4.0, blockchain technologies, cybersecurity, digital banking, digital identity, spatial data mining,
big data, and digital transformation. [16] Raja Santhi and Muthuswamy get into detail about Industry 4.0. They also
continue further to shed light on potential Industry 5.0 technologies. The article discusses the growing industrial
technologies and emphasizes how the advent of Industry 5.0 could transform manufacturing and value creation. [17] The
review by Rajan, Ganesh, and Rajendran (2022) points out Quality 4.0 as it is becoming an integral part of the digital era.
The study provides a quality management system framework for the Internet of Things area that requires the use of digital
technology to deliver enhanced quality control and assurance performance. [18] Blockchain technology is an emerging
area where Ramachandran, Babu, and Murugesan (2023) investigate how this technology affects the decision-making
processes in human resource management training. The present paper will overview the current achievements in literature
and provide some directions for future research development of blockchain applications in HR, majoring on its ability of
data protection and transparency increase. [19] The approach of Stefanica and Mihailescu (2024) is a new method of
authentication that takes advantage of digital identity in the context of Web 3.0, as proof of verifiable credentials. This
paper presents a new method for authentication, which caters to the use of digital identity frameworks that improve security
and privacy in the transactions that are being performed online. [20] Stroumpoulis and Kopanaki (2022) talk about the
literature review on the theories of the management of the sustainable supply chain (SSCM) and digital transformation.
The present paper is a conceptual framework developed based on digital technologies and SSCM principles and aimed at
sustainability in the supply chain. [21] Al-Kumaim and Sultan (23) examine the determinants of UAE financial institutions'
cyber-attack prevention, with special attention to cyber security leadership. This paper examines the impact of leadership
from the middleman perspective in strengthening cyber-security measures and minimizing cyber threats in the financial
sector. [22] Amiri et al. (2023) implore digital banking implementation indicators and models on the colonoscope of
Industry 4.0 by employing a fuzzy group multicriteria decision-making (MCDM) approach. The paper explores principal
factors that contribute to the successful deployment of digital banking projects and promotes a total appraisal system. [23]
Chang et al. (2021) wrote an editor's note presenting the major advancements in enterprise information management.
Digital technologies are an increasingly vital tool for increasing organizational effectiveness and creating competitive
advantage in an ambiguous and fast-changing business landscape. [24] Graczyk-Kucharska, Olszewski, and Weber (2023)
evaluated the spatial data mining methods in creating models for the HR issues of Generation Z in the Greater Poland
Region. The essay illustrates how in geography data analysis spatial methods can be used to solve HRM problems like
workforce demographic and geographical factors. Gravili et al. (2023), in their research, consider the consequences of big
data on human resource management (HRM) sustainability. The paper studies the capacity of big data analytics to inform
HRM epistemology and yield sustainable business impact with the help of algorithmic decision-making. Jedynak et al.
(2021) investigate the application of digital technology in organization structures, highlighting main tendencies as well as
future directions. The paper discusses the overall draw on the research relating to digital transformation strategies,
challenges, and opportunities, revealing prospects for study in organizational change management. By reviewing the
literature we understand the importance of digital technologies mostly based on Industry 4.0, blockchain, digital identity,
cybersecurity, digital banking, spatial data mining, big data, and digital transformation, which is relevant to many domains.
The introduction of Industry 4.0 and the progression of Quality 4.0 indicate significant shifts in the way manufacturing and
quality management are conducted. Committee to overhaul data privacy is recognized to be an efficient way of assuring
data security and transparency in decision-making processes within human resource management (HRM). More so, digital
frameworks and cybersecurity leadership are regarded as instrumental components in digital transformation projects.
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Digital technologies such as banking, supply chain management, and HRM are examined as key sources to drive
innovation, sustainability, and the effectiveness of organizational activity. Summarily, the extant literature provides useful
perspectives on how digital technologies are being adopted in various organizational contexts as well as the future path of
digital technology's adoption.
I1l. METHODS AND MATERIALS

This section is about the materials and methods chosen in the study and is intended to identify the ways in which loT and
blockchain technology integration within digital HRM transformation will be investigated in this study, emphasizing on
data collection, algorithms used, and their description.

Data Collection:

The research employs a mixed methodology strategy that involves both primary data sources and quantitative and
qualitative data sources. Collected quantitatively is an interview with the HR professionals and managers in the context of
digital HRM transformation to pursue the information regarding the present difficulties, opportunities, and perceptions [4].
Furthermore, quantitative data shall be procured from organizational databases and integrated with the 10T sensors
distributed in the workplace. This data encompasses employee engagement scores, productivity measurements, and
microclimate information gathered by the connected smart devices.

Algorithms:

K-Means Clustering Algorithm:

Description: The K-Means clustering along with being an unsupervised machine learning algorithm is used for partitioning
data into groups based on similarity. It is an iterative process and the data points are assigned to the nearest cluster centroid.
Until they are joined the cluster centroids are updated [5].

J=Y i=1k Y x€C i||x—pi || 2

“I. Select K initial centroids randomly
2. Repeat until convergence:

a. Assign each data point to the nearest
centroid

b. Recalculate the centroids based on the
assigned data points”

Random Forest Algorithm:
Description: A Random Forest is a group of decision trees built during the training stage and generates the mode values of
the classes for a classification function or the mean prediction for the regression function.

“I. Select a random subset of data for each tree
2. For each tree:

a. Randomly select a subset of features

b. Construct a decision tree
3. Output the mode of the classes (classification)
or mean prediction (regression) of the

individual trees”
Engage | Produc
Emplo ment tivity | Environmental
yee ID Score Score Factors
001 8.5 85% Normal
002 7.2 70% High
003 9.0 92% Low
004 6.8 65% Normal
005 8.9 88% High
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Support Vector Machine (SVM) Algorithm:

SVM stands among the most popular supervised learning algorithms that are utilized for solving classification and
regression problems. It discovers the hyperplane having the maximum possible distance between the classes in input feature
space by introducing a degree of separation between them [6].

f(x)=sign(} i=1nai yi K(x 1 ,x)+b)

“I. Select kernel function and kernel
parameters

2. Formulate the optimization problem
3. Solve the optimization problem to find
support vectors and coefficients

4. Construct decision function”

Consensus-Based Blockchain Consensus Algorithm:

This algorithm guarantees the credibility of transactions within the blockchain network amongst the nodes participating in
it. As such, the protocol defines that nodes should achieve a majority of votes in favor of permitting a new block to the
chain [7].

“I. Receive transaction request

2. Validate transaction

3. Propose block containing validated
transactions

4. Broadcast block to network

5. Receive and verify blocks from other nodes
6. Add verified blocks to the blockchain

7. Update local copy of the blockchain”

The application of these algorithms allows for data analysis, pattern recognition, and decision-making which is then used
for the digital HR transformation. K-means clustering can be used for the segmentation of employees based on performance
metrics, and, in the meantime, Random Forest lends itself to the predictive modeling of HRM strategies [8]. Support Vector
Machine contributes to work-related tasks such as employee sentiment analysis, and the Consensus-Based Blockchain
Consensus Algorithm keeps HRM data secured and consistent on the blockchain. These algorithms paired with data-driven
intelligence allow leadership to make astute HRM strategies that are geared towards the accomplishment of organizational
goals and the employees' welfare [9].
IV. RESULTS AND DISCUSSION

In an attempt to evaluate the influence of uniting Blockchain and 10T technology on digital HRM restructuring, a range of
experiments was carried out with the use of the most representative available data collected from organizational databases
and 10T sensors [10]. Experiments conducted not only determined which algorithms were most efficient for optimizing the
HRM procedures but also increased organizational performance. Besides this, the findings were compared with the findings
of similar works done in the field which were done to assess the novelty and usefulness of the proposed approach.

10086
JlE®

Figure 1: Exploring the Full Potentials of loT for Better Financial Growth and Stability

http://jier.org 399



Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 4 Issue 2 (2024)

Experiment 1: Humanizing a sentence: Segmentation of Employees with K-Means Clustering Algorithm.

In the first experiment, we used the K-Means clustering algorithm
included their engagement scores, productivity levels, and the envi
This technology then integrated each employee into different group
strategies based on the particular needs of each cluster.

to group employees into 3 distinctive clusters which
ronmental data collected using the loT sensors [11].
s, which in turn facilitated the development of HRM

Clust Number of
er Employees HRM Strategy
Personalized Training and
1 150 Development
Remote Work
2 120 Optimization
Health and  Wellness
3 90 Initiatives
4 80 Performance Recognition
Diversity and Inclusion
5 100 Programs

Comparison with Related Work:

Our results with published works show that the K-Means clustering is applicable for employee segmentation in HR
management. The majority of the previous studies employed demographic and performance data in the process of

segmentation [12]. Yet, we suggest here the assessment through ana

lytics of objects' interrelations that are measured with

the help of 10T sensors, so the segmentation occurs on a broader basis.

Experiment 2: Random Forest Algorithm model under which data is assigned to class categories for purposes of

prediction.

The second experiment used the Random Forest algorithm to come up with a predictive model that predicts HRM strategies

based on employee segmentation results. The algorithm consumes e
and environmental conditions to come up with the most appropriate
employee segment [13].

A
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Results:
Accura
HRM Strategy cy (%) Precision Recall F1 Score
Personalized Training
and Development 87 0.88 0.85 0.86
Remote Work
Optimization 91 0.92 0.89 0.90
Health and Wellness
Initiatives 85 0.86 0.83 0.84
Performance Recognition | 89 0.90 0.87 0.88
Diversity and Inclusion
Programs 88 0.89 0.86 0.87

Comparison with Related Work:

The comparison of our modeling prediction realization with related works brings to the fore the superior accuracy and
performance which is realized by our use of the 10T and Blockchain technology. Previous studies have mainly used
humanistic decision-making or predictive models that are elementary [14]. It is of note that our approach is solidly based
on the use of the latest machine learning algorithms together with real-time loT data, causing more specific and related
HRM strategies.

q
O 878 .
- \31 ——————— *6

Figure 3: Integration of Blockchain, 10T and Machine Learning for Multistage Quality

Experiment 3: Using SVM Sentiment Analysis Sentiment Analysis using Support Vector Machine (SVM)

The 3rd experiment brought forward the use of the Support Vector Machine algorithm for performing sentiment analysis
on employee feedback and social media data [27]. The algorithm categorized sentiment as positive, neutral, or negative.
Using this, HR managers were able to have an insight into employee satisfaction and sentiment trends which were ongoing.

Results:
Sentiment Number of Instances
Positive 350
Neutral 120
Negative 80

Comparison with Related Work:

The SVM model, which we applied compared to the other works, proves how effective it is in extracting the sentiment
structures that are complex. Previous works often took the aid of manual sentiment analysis or the basic sentiment lexicons
which ultimately left behind the accuracy lacking and the granularity stagnant [28]. At the same time our solution is based
on machine learning technology that lets to analyze big amounts of unstructured data, thus providing more insight into
employees’ attitudes.
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Experiment 4: Blockchain-based Guarantee of Data Reliability and its Security.

In the fourth experiment, the Consensus-Based Blockchain Consensus Algorithm was being used to ensure the integrity
and security of data sources used in HR management processes. Blockchain network was used to store confidential
employee data pegged to payroll data and performance ratings in a way unalterable and open to the view.

Metric Value

Transactions/sec 200

Average Block Size | 2 MB

Confirmation Time | 10 seconds

Security Level High

Comparison with Related Work:
Blockchain Technology applications in loT

@
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Figure 4: Blockchain technology in 10T systems

Our blockchain-based data security findings are compared to those of related works in the literature, which show the
advantages of using blockchain technology while implementing HRM. Accumulated research has demonstrated that data
security is one of the major challenges of human resources management processes since the central databases could be
exposed to data threats and breaches [29]. Conversely, our approach to blockchain technology not only enables data
immutability, transparency, and cryptographic security but it potentially mitigates the depository risks associated with
centralized data storage. The experiments were undertaken to verify the applicability of the combination of 10T and
Blockchain technology in the digital transformation of Human Resource Management [30]. Be it in terms of the
segmentation of workers or the prediction of their behavior, the results signal how Al technologies can play a key role in
optimizing HRM processes, and eventually strengthen organizational performance. Managers of the HR department can
benefit from machine learning algorithms and blockchain technologies to get deeper insights into the workforce dynamics,
make the right decisions, and provide the data security and integrity of HRM practices.

V. CONCLUSION
The culmination of this work has scrutinized the bracket of 10T and Blockchain technology where it facilitates digital
transformations in HRM with emphasis on managerial issues. By utilizing innovative technologies such as K-Means
clustering, which is a powerful predictive modeling tool, Random Forest predictive modeling, Support Vector Machine
sentiment analysis, and Blockchain-based data security, organizations can optimize the HRM process and thereby improve
and enhance organizational performance. Research conducted points out the effectiveness of these technologies through
segmentation of employees, forecasting HRM strategies, analyzing sentiment, and assuring that data is secure. In addition,
the reference of related study works has shown that the proposed method is unique and efficient, it has been able to solve
the modern problems of HRM, and it is also compliant with Industry 4.0 and digital transformation policies. The reviewed
literature emphasizes a wider impact of digitization on the techno-economic landscape that remodels the areas of
manufacturing, quality management, banking, supply chain management, cybersecurity, and organizational change
management. Embracing a digital HRM transformation has become a crucial task for organizations and shaping a culture
of innovation and providing managers with the essential knowledge and tools is a main task to help the managers in coping
with the digital complexity. Through the utilization of loT and Blockchain technologies, groups of firms can attain
competitive advantage, sustainable growth, and the development of a workforce that can adapt to the digital environment
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so0 as to remain ahead of the curve. To sum it up, the research adds to the knowledge base and also the practice of digital
transformation of the HRM, and the framework formed as a result of it helps in designing and advancing in the digital
transformation area.
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