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Abstract: -

Malicious software has constituted threats to system security and operations carried out
online due to the Internet and other technologies and associated breaches. In the past,
scholarly research focused on the use of classical methods of malware detection and
associated attributes like signature and heuristics, etc. Conventional malware detection
methods become ineffective against emerging malware versions and their advanced evasion
strategies. Lately, there have been attempts to put to use sophisticated Machine Learning (ML)
for malware detection due to traditional techniques being highly ineffective on emerging
variants of malware. This paper focuses on and implements methods for detecting and
identifying the malware’s features using hash values associated with the Virus Total and the
Quick Heal dataset. Also, this research surveys the recent ML techniques in malware
detection and focuses on ML methods' sophistication and parameters like precision, recall,
and the used datasets and methods. In addition, this research identifies in depth the highly
understudied area of malware analysis.
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1. Introduction

The increasing demand for personal computers and internet connectivity is one of the prime
reasons for the continuous increase in malware.! On account of business and normal tasks in
the organizations are more centric towards the usage of personal computers and internet,
malicious software writers have a wider scope to exploit weaknesses and expose system
vulnerabilities. The extensive use of the internet leads to the interlinking of millions of
devices, making the rapid dissemination of malware. Cybercriminals may disseminate
malware via vulnerable websites, email attachments, and social media, among other channels.
The rising incidence of malware is a significant security concern, requiring ongoing research
into effective detection methods. It essentially includes two approaches for malware detection:
signature-oriented identification and behavior-oriented identification. The signature
dependent is rapid and effective just for detecting recognized malware; however, the
behavior-based method may identify unknown and intricate malware to a certain degree using
machine intelligence and other methodologies; nevertheless, the behavior-based method is
inherently difficult. No approach can identify all types of malwares, particularly when the
prevalence of malware increases daily. The signature-based methodology generates a
distinctive signature based on the fundamental object's characteristics. The method
effectively detects the existence of a digital signature by scanning the item. The behavior-
based approach evaluates the planned activities of objects before their execution. Previous
malware was easily detectable due to its ability to conceal its characteristics; however, the
current malware employs many tactics, such as obfuscation >, to obscure its identity for
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extended periods and can even circumvent firewalls and other security measures inside the
network or system. Moreover, the attack employs multiple malware types, leading to even
more devastating outcomes.

The internet has become a hotspot for all kinds of security threats with no signs of stopping.
This has included cybercrimes such as malware which has become a huge threat as it has the
ability to disable the CIA of the compromised system as well as steal sensitive data such as
passwords, contacts, and bank information. Difficulty in the detection and the examination of
malware arises from the multiple and overlapping layers of complex deflective methods, the
inaccuracy of algorithms, and the absence of the traditional methods dealing with novel
malware threats.® The objective is to analyze harmful samples to get a thorough knowledge of
their behavior and the changes they experience over time.” Multiple domains such as program
and network evaluation are integrated to determine harmful samples to understand the
malware behaviors and transformations over time. Malware poses a major threat to security,
and research to improve detection is essential. There are two fundamental methods of
malware detection. The first is signature-based recognition, and the second is behavior-based
recognition.?

The substantial rise in malware attacks has prompted the creation of advanced malware
identification techniques to safeguard the present infrastructure and alleviate the financial
loss on account of these attacks. Cyber infrastructures have widely relied on Machine
Learning (ML) techniques to protect against malware attacks.”'® Consequently, machine
learning models have shown considerable effectiveness in tackling malware detection issues,
and several big corporations worldwide have used these models to identify malware assaults
on their systems.!! Despite the many benefits offered by contemporary classical ML models,
their effectiveness and success mostly depend on human selection of suitable variables for
training and evaluation. This technique is laborious and requires significant time
commitment.'? Furthermore, ML methodologies are inadequate for handling large datasets.'?
But, the creation of Deep Learning (DL) methods addressed the bottlenecks observed among
ML models. DL algorithms excel at handling extensive datasets and executing autonomous
feature fetching and finalization."* Consequently, building a malware classification system
with traditional ML approaches requires knowledge of malware feature collection methods
and model feature architecture overview needed to classify or detect novel input. The
antivirus software remains vital to the system, securing system, resource, and information
access from malware. As of now, malware creators use advanced methods to hide malware,
including obfuscation, packing, encoding, and even cryptographic techniques. Because of
these advanced methods, most traditional malware detection systems struggle to identify the
new malware variants.

This study seeks to provide a thorough and current review of prevailing developments
concerning ML and other related methodologies used for the analysis, detection, and
classification of malware. Furthermore, we provide some insights and recommendations for
future directions.

The following sections, each providing detailed information, comprise the paper: The 2"
section discusses the necessity of malware analysis, while the 3™ section details the process
of utilizing the Virus Total application for analysis. The 4% section defines the adopted
methodology, while Section 5" illustrates the related work. The 6™ section conducted a
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comparative evaluation of the studied work using the parameters, while the 7" section covers
the open research issues. The final section concludes with a focus on future work.

2. Malware Analysis and Its Need
Malware analysis is the study of malicious software to understand how it operates, how it
behaves, and the likely impacts of the malicious software. In part, malware analysis
encapsulates the capture and documentation of malware's deeply intricate workings, detecting
the minutiae of every encoded byte that is passing information or manipulating the original
source code that an intruder has forged. The analysis also highlights the capture of malware's
critical attributes which informs the study of malware's functional behaviors and how it
operates within a given system or network. There are three fundamental methods one can use
to assess and identify malware, which are, static, dynamic, and hybrid. Each serves an
important purpose and assists in different ways in the overall malware assessment process.
Static evaluation works by examining an executable document's architecture without
processing them. The executed file contains several static features, like unique components
and memory efficiency. It comprises two components: fundamental and advanced.
Fundamental static analysis emphasizes the essential qualities and attributes of malware in
order to gain a first understanding of its features. During fundamental static analysis, various
techniques enable the acquisition and analysis of file dimensions, file category, and header
details. After conducting a fundamental static evaluation, one may employ sophisticated
static evaluation approaches to have a detailed understanding of the malware's actions and
attributes. Static assessment entails a thorough review of the software instructions.'> However,
it encounters the issue of not recognizing fresh polymorphic malware which have the
tendency to overcome static evaluation. Static evaluation has challenges in detecting
concealed malware due to its inefficiency in examining packed samples.

Dynamic evaluation entails executing program instructions and scrutinizing malware
behavior. To protect the system against malware, dynamic evaluation is performed in a
monitored scenario such like sandbox. It is classified into two distinct groups: basic and
advanced. In basic one, tools are employed to understand the working of malware. In
contrast, advanced dynamic evaluation utilizes tools. Such tools enable users to perform
particular commands while altering arguments and variables.'> In dynamic evaluation, the
program operates within an environment that provides it unrestricted access to every single
resources. 617 It can tackle hiding of malwares and identify latest types.

Hybrid evaluation is a methodology that uses combination of dynamic and static
techniques to detect and analyze malware. This approach begins with static analysis of the
malware where the source code and structure are analyzed without executing the code. It then
incorporates a dynamic approach for a more complete analysis. The use of dynamic analysis
within a hybrid approach alleviates the drawbacks associated with only using the other two
forms of analysis. It enables a more complete understanding of the malware's intricacies. The
combinational use of the two forms of analysis streamlines the analysis, improving the
effectiveness of the identification and assessment of the malware. '3

The importance of classifying malware accurately is equivalent to the importance of detecting
it. Malware comes in several types: viruses, Trojan horses, worms, rootkits, ransomware, and
keyloggers. There are different approaches to malware classification, including the use of
feature-based algorithms and image processing.?® As with most things, having more
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information would be beneficial to improve classification. Constructing powerful classifiers
using advanced machine intelligence will aid in more accurate malware identification to
improve classification. 2'-?? Identification and removal of malware is critical to prevent
unwanted use and information loss, and to protect software and hardware against potential
loss and damage. 2> Malware usually aims to capture sensitive information, such as banking
credentials, which can lead to unauthorized purchases and identification theft which can be
very financially damaging. By detecting and removing malware, the user is protected against
potential financial loss, which is very important. Malware can also take sensitive information,
thus compromising user confidentiality.

3. Malware Analysis Using Virus Total

The analysis of malware has many valid reasons. Helping users figure out if a file in question
is a threat is one of them. In the case of a positive threat assessment, users can learn ways of
threat mitigation for their networks and IT systems. In the case of a security breach, malware
analysis can help ascertain the damage in totality. In some instances, malware authors hide
clues about their identity in the malware itself. Consider a situation in which there is a
suspicious file in the user environment. It might be contained in a security appliance, like a
web proxy or an email gateway. Even though the file is ostensibly harmless because no
antivirus software flagged it, it might still be suspicious. In that case, a specific procedure
should be followed that includes the generation of the file hash followed by a verification of
the file on Virus Total. ?* A file hash is a unique sequence of characters that corresponds to a
specific file. This is that file's fingerprint which is of considerable importance because the file
name changes during every infection. Cryptographic hashing methods like MD5 (Message
Digest 5) or SHA (Secure Hash Algorithm) ensures that a hash value will be created which
gives a file an identification string of a specific length. Virus Total is a great resource for
analyzing a possibly harmful file. It lets a user submit file for evaluation against multiple
antivirus scanners. It stores the result of to the previous queries. This allows user perform a
search against a large dataset. We used the SHA1 hash to perform a search for the file in
question.

In this instance, we gathered a dataset using Quick Heal technologies, containing the hash
values of approximately 108 malicious types. The dataset is used to analyze the detailed
information about the particular malware using the Virus Total. 2
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Figure 1: Analysis of suspicious file by Virus Total
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Figure 1 suggests that 66 out of 71 antivirus engines classified the file as malware. This
suggests that the file is classified as malware, as the majority of antivirus providers share this
tendency. Virus Total presents the malware classification labels from many antivirus
providers. The findings indicated that the file was not only harmful, but also appeared to be
some type of worm.
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Figure 2: Analysis of suspicious file properties and history by Virus Total

Virus Total provides additional information that helps with the evaluation. The Details and
Basic Properties tabs offer further information, including the file type as shown in figure 2.
Previously, we determined the SHA1 hash of the file; there are other MD5 and SHA256 hash
types available. The File Type field also verifies that it is a Windows 32-bit portable
executable. On this web page, history is another aspect to examine. This shows the file's
previous upload date to Virus Total. This confirms the repeated posting of the suspicious file
to Virus Total.
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Figure 3: Analysis of threat model for the malware using Virus Total
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When examining a malware hash on Virus Total, "execution parents" and "drop files" are
essential elements that clarify the order of events culminating in the malware's execution, as
depicted in figure 3. This information assists analysts in comprehending the malware's
delivery method and identifying any additional malicious files it may have deposited on a
system, providing a comprehensive overview beyond the single file under scrutiny.
Essentially, they facilitate the identification of a malicious file's "source" and "consequences"
by indicating which files instigated its execution, as well as any other files it may have
generated during its execution. Similarly, we can examine the other malicious file to extract
additional details using Virus Total. In the current scenario, we can use ML and other
associated methods to enhance the precision of malware identification and categorization.
Therefore, the upcoming section will discuss the previous work conducted in this area by
various researchers.

4. Related Methodology

Here, we have elaborated the process that is being followed for executing the comprehensive
review pertaining to malware evaluation based on the selection of research articles. We
utilize databases like IEEE, Springer, Elsevier, Wiley and Publons to examine important
existing content. More focus has been put on the research relevant to malware evaluation
using ML. The redundant documents were subsequently eliminated. Furthermore, several
manuscripts were rejected for various reasons, including their unavailability as complete
works, with just the abstract accessible, thus making them useless. Some documents consist
of multiple languages. To ensure the incorporation of contemporary and pertinent research,
we have taken the articles available from 2021 till present. Furthermore, precedence has been
assigned to publications that concentrated on concepts or aims significant in previous years
and hadn't previously been investigated by scholars in earlier periods. The chosen articles
mainly highlighted significances pertaining to malware assessment or identification,
concentrating on ML-based methodologies for malware evaluation. The whole categorization
of the literature work has been presented in the figure 4 below which signifies the prima
representation. This signifies that how many papers that are initially identified and then the
ones that are finally selected for the review of this work.
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Figure 4: Categorization of reviewed literature work for malware analysis

S. Related Works

Experts have offered a wide range of methodologies, trends, and strategies using ML for
malware detection and evaluation. Since the discipline of malware evaluation and ML is
constantly evolving, this section examines trends in the area that experts have established and
provided in recent years.

a. Feature Selection in Malware ldentification

Wang et al.?¢ presented an enhanced self-variant evolutionary method to identify suitable
characteristics for the improvement of Android malware identification. ML models like
Random Forest (RF), Logistic Regression (LR), K-Nearest Neighbors (KNN), and Gaussian
Naive Bayes (GNB) were used in the suggested method to divide things into two groups. The
GNB classifier achieved a maximum accuracy of 95.5%, whereas the KNN classifier attained
93.3% accuracy. Sahin et al.?’ created an ML-based framework for finding malware on
Android. It uses a LR-based feature selection strategy to get rid of irrelevant characteristics
and find the most relevant permission features, which makes the model more accurate. With
RF, the proposed model achieves its highest accuracy rating of 96.45%. Mahindru and
Sangal®® suggested a malware identification technique that utilized Support Vector Machines
(SVM). This study focuses on categorizing apps as either malware or benign. The author used
a ranking and subgroup feature selection methodology, attaining an identification accuracy of
98.8%. The achieved accuracy demonstrates that the framework is resilient and efficient. We
specifically designed this model for binary categorization.

Authors?® proposed a multi-level feature affinization framework utilizing Information Gain

(IG) method for android malware detection. The authors selected three essential attributes for
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static evaluation: permissions, API calls, and objectives. The maximum precision achieved
with RF is 96.28%. Here, the methodology emphasizes binary classification and does not do
tests for multi-class malware, which is a limitation. Shatnawi et al.>® created an effective ML
model for Android malware via the Recursive Feature Elimination (RFE) method for
reducing features. They employed the LR model to categorize selected attributes into
malware and benign classifications. They performed the malware categorization based on two
classes of android functionalities: API calls and permissions. The most efficient classifier for
the specified data set is the SVM, with an accuracy rate for detection of 94.36%. Nevertheless,
the suggested model demonstrated poor performance for recall and F1 value. Hossain et al.’!
developed a feature optimization method utilizing particle swarm optimization (PSO) for the
identification of Android ransomware assaults. Afterwards, the authors employ classifiers
based on RF and SVM for categorization, with RF demonstrating higher accuracy towards
malware datasets. But they have not examined the model on the latest datasets consisting
various forms of evolving malware. The ransomware attack was detected with 81.58%
accuracy.

In other work32, the authors built an Android malware identification technique utilizing an
Aquila optimizer for optimal solutions. The authors then utilized the LSTM-SVM
architecture to scrutinize malware based on permission attributes. It got 97% accuracy for
CIC-AndMal-2017 dataset. Nonetheless, this approach demonstrates inadequate memory and
F1-score, undermining the thorough assessment of the model's efficacy. Soundrapandian and
Subbiah®} suggested a lightweight machine learning approach for malware identification. To
understand the multivariate behavior of features, it used an evolutionary method for feature
selection and the Mahalanobis distance metric to decide whether the features were benign or
malignant. This model attains a malware detection rate of 95.69% on the CICMalDroid 2020
dataset. This approach is incapable of real-time detection of disguised malware and requires
multiclass malware identification. After that, authors®** developed hybrid feature optimization
strategies that combine backpropagation (BP) with the particle swarm optimization (PSO)
method to identify malware using optimal features. Their study evaluates its overall
performance utilizing four unique malware datasets. Their system is rapid and scalable,
employing a parallel computing framework to improve detection accuracy. Their study,
however, failed to demonstrate the model's efficiency with multiclass or unknown malware.
The authors®> proposed an innovative approach for identifying ransomware that utilizes
autonomous feature selection using PSO. Based on feature significance, PSO extracts
prominent features from various categories of ransomware characteristic data. The authors
then assign appropriate attributes to the five ML classifiers to effectively categorize
ransomware attacks. Daniel et al.*® suggested a malware identification structure for Cyber-
Physical Systems (CPSs). This study by authors attained exceptional results with an accuracy
rate of 98% in binary classification. EI-Ghamry et al.*” introduced a lightweight methodology
for detecting malware in image-based IoT systems. This study used the metaheuristic
decision-making algorithms, namely ant colony optimization (ACO) and PSO, to identify the
best features. This model uses pictures created from packet capture (PCAP) files of network
traffic as its dataset. This study employs the PSO technique to optimize the parameters of the
SVM classifier, hence improving the precision of binary malware identification. SVM's
kernel function consisted of the quadratic kernel function, which improves accuracy. The
95.56% achieved accuracy suggests that it can further enhance the suggested methodology
for multiclass and familial malware identification.
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b. ML Oriented Malware Identification

ML considered as a subpart of Al utilized for malware identification and threat forecasting.
ML methods use input data to execute tasks such as identification, categorization, and pattern
recognition through comprehensive data analysis. We conduct a thorough evaluation of
relevant literature. This section discusses efforts to identify malware using ML approaches.

Roy et al.*® introduced an Android malware recognition model employing a ML method to
address the temporal bias identified in prior studies. This study identifies the application's
sensitive aspects and then employs an aggregate approach to quantify their occurrences. The
SVM classifier predicted malware programs with a restricted feature set, achieving 88.72%
accuracy, whereas with no feature reduction, it reached 93.35% accuracy. This effort,
however, misses a class-wise taxonomy of malware families to identify emerging hidden
malware. Later one authors®® have investigated the difficulties associated with malware
identification across extensive data environments. They formulate a weighted voting
approach for determining feature relevance and stacking strategies for feature prioritization
using ensemble learning. They conducted static and dynamic evaluations of malware using
the Cuckoo Sandbox software. The suggested strategy achieves an accuracy of 99.5% using
the weighted voting system. Karanja et al.*® suggested an IoT malware identification
approach using ML and Haralick picture texture properties. This study included converting a
binary file, which can be either virus or benign software, into a grayscale picture. They
calculated the Gray Level Co-occurrence Matrix (GLCM) to get features through the pictures.
They used the five extracted Haralick characteristics to classify malware and benign software
using RF, KNN, and NB classifiers. The RF strategy produced a maximum accuracy of 95%,
but the KNN method acquired an optimal accuracy of 80%.

Surendran et al.*! developed an Android malware-detecting framework that utilizes graph-
based mechanisms for concise feature representation. Here authors attained 99% accuracy on
RF classifier. The suggested model is incapable of detecting emulator-based malicious
software, making it useless for identifying hidden malware. D’Angelo et al.*? proposed a
malware method of identification that utilized association rules. The suggested framework
used the Cuckoo Sandbox tool to perform real-time malware analysis based on API call
patterns. An alignment Association rule mining employs an alignment-based approach for
repeating subsequences to analyze the behavior of API requests for classified malware. d
methodology achieved an accuracy of 99.03% in malware identification. In another work*,
the authors introduced an advanced malware identification technique for the examination of
internet protocol addresses in forensic data analysis. They use the DT for identification,
achieving an accuracy of 93.5%.

Birman et al.** introduced an SPIREL framework for malware detection, using a Deep
Reinforcement Learning (DRL) approach to develop a cost-efficient classification model.
The technique autonomously modifies the learning algorithms according to the related costs,
such as accurate or inaccurate predictions, execution time, and computing resources. The
suggested model's accuracy is around 96%. Nonetheless, the suggested architecture is
ineffective against adversarial ML attacks. Musikawan et al.*> presented a sophisticated DL
model for the identification of Android malware, namely AMDI-Droid. The AMDI-Droid
works in three steps: first, it takes the predictive outputs inherit from hidden layers and puts
them together; second, it uses different subnetworks to get accurate attribute representations
from the original dataset; and third, it makes a loss function by putting together the predictive
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losses of all base classifiers connected to each hidden layer. The approach demonstrates
inefficiency in detecting new malware and lacks sufficient accuracy in family classification
across varying datasets. Subsequently, the authors*® devised an algorithm for identifying
picture malware utilizing ML and DL approaches. The methodologies utilized in identifying
malware comprise ANN, LSTM, and InceptionV3. They found that InceptionV3 attained the
highest accuracy of 98.76%.

Naeem et al.*’ developed a memory-volatile-dependent malware recognition system using a
deep-layered ensemble that combines CNN's weak classifier with meta-learner frameworks.
The created solution is platform-independent and monitors the runtime behavior of active
processes to identify concealed malware. This model integrates both local and global data to
minimize the model's dimensions. They have converted the program executable code for the
Windows and Android versions into grayscale and RGB images. But this model fails to
identify sophisticated polymorphic malware utilizing the implemented algorithms. Later
authors*® proposed an unnamed MP4 malware identification solution via machine learning
methodologies. This work has presented a bidirectional, efficient feature extraction strategy.
Further authors® created an image-based virus identification system utilizing Transfer
Learning (TL) and ML techniques. The authors employ a hybrid model that combines VVG-
16 and ResNet-50 to fetch hybrid feature. They progressively improve the proposed bimodal
model using a stacking method to increase accuracy. This study achieved complete accuracy
with 25 malware classifications in the Malimg dataset. This model consumes a significant
amount of computing time, only evaluates a single dataset, and is not capable of real-time
virus detection.

c DL based Malware Identification

The DL model possesses the ability to independently fetch features. This characteristic has
raised the frequency of utilizing DL oriented models for malware identification. The
literature employs diverse DL-based models for malware identification.

Verma et al.’® proposed a malware categorization framework for multiple classes of
malware families that utilizes the GLCM feature mining method from images. The proposed
methodology employs ensemble learning on the Malimg dataset. This approach achieves an
accuracy of 98.58%. This technique remains ineffective in accurately finding new malware
types and requires a substantial dataset for assessment. Authors®! developed a system for
image dependent malware categorization that employs both classic and TL methodologies to
improve malware identification and reduce detection time. However, this framework is
limited in terms of picture size, as it only works with specific dimensions, not arbitrary ones.
Dib et al. 2 established a system for the categorization of IoT malware and the attribution of
its family. The authors did a full study of malware and how it can be put into families. They
used a combination of static malware evaluation features and deep learning techniques to find
new types of malwares, such as new IoT Mirai versions linked to the COVID-19 pandemic.
The classification achieved 99.78% accuracy. They assess this model using only one dataset,
which required comprehensive and varied cases of malware for performance assessment.

Authors®® suggested a graphical malware detection framework employing black and white,
RGB along with Markov images. Then the Gabor algorithm was employed on photographs to
create Gabor images, and the VGG technique classified malware groups with an F1-measure
of 99.97%. MalGan, an analysis by Moti et al. ** uses a Generative Adversarial Network
(GAN) to identify new malware by creating new samples. The IoT malware dataset yielded
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99.96% accuracy. Falana et al.>> used deep GAN and CNNs to create a visualization-based
malware recognition model with ensemble learning. To evaluate the model, the Malimg and
Malevis datasets on Windows were used. Kumar and Janet®® used TL to distinguish malware
variants. For comparison, they used a CNN oriented design with VGG and ResNet
approaches.

To prevent attacks, another authors®’ developed a process for identifying malwares in self-
driving cars. They have utilized CNN for malware identification. The model got an accuracy
of 97.5% on the Windows malware dataset and 92.2% on the Linux dataset. Other
methodologies could potentially improve this model's results. Shaukat et al.’® gives a hybrid
malware identification method combining CNN and SVM using color images. The method
consists of three phases, one of which involves transforming PE files into pictures. Similarly,
authors® introduced a GAN oriented model for malware identification. The authors then
executed virus identification by analyzing the visualization patterns of the resulting pictures.
The suggested model had a 100% detection rate, showing its great efficacy and resilience.
The extended training duration and reduced training stability limit the suggested work.

Apart from the above studied work some other works®*® in line with the malware
evaluation has been done by the researchers that can also been considered as reference.

6. Comparative Evaluation

This section evaluates and analyzes the literature work that was highlighted in the previous
section, using the factors shown in Tables 1 to 3 to reflect the main inferences drawn from it.
The dataset serves as a crucial component in assessing the proposed model for malware
evaluation, which will evolve over time. Table 1 assesses the various feature selection-based
methods for malware analysis, as well as the datasets and identification methods used in the
process. The major datasets that are considered are Drebin, CICAndMal2, Virus Total, Virus
Share, and Android-based.

Table 1: Comparative evaluation based on feature selection-based methods
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[30] X v X X X X[ X| v | X X v v
[31] X v X X X X|v| v | X X v v
[32] X v X X X X| X v | X X v v
[33] X v X X X X|X| v | X X X X
[34] X X X v X X|X]| X | X X v v
[35] X X X X v X | X| X | X X v X
[36] X X X X X X | X| X | X X v v
[37] X X X X X X| X v | X X v v
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Table 1 compares malware analysis feature selection methodologies from other studies.
Various studies highlight Drebin, CICAndMal2, Virus Total, and Virus Share as a few
datasets and metrics. The statistical study shows that most studies value the metrics of
accuracy and recall. This suggests that the literature reflects interest in the models'
competence in detecting malware (true positives) and in minimizing false negatives. In
contrast to RF and SVM, the researchers diverge considerably in their approaches, not
employing ensemble methods and having limited use of NB and DT. The differing methods
of feature selection raises further questions, especially regarding the flexibility of the
malware detection system. The thorough and complex evaluation criteria point to the
importance of building sophisticated malware analysis programs.

Table 2: Comparative evaluation based on ML-based methods

Refere | Dreb | CIC | Viru | Viru | D | KN | L | R| SV | N | CN | Acc | Reca
nce in And S S N |R|F| M |B| N | urac 11

Work Mal | Total | Sha y

2 re

[38] v v X X | X| X | X|X]|] VvV | X]| X v v
[39] X X v X | X]| X | X|X| X | X]| X v v
[40] X X X X | X| X | X|V/V]| X | X]| X X v
[41] X X X X | X]| X | X|X| X | X]| X v v
[42] X X X X | V]| X | X|X| X | X]| X v v
[43] X X X X | X]| X | X|X]| X | X]| X v v
[44] X X v X | X]| X | X|X| X | X]| X v v
[45] X v X X | X]| X | X|X]| X | X]| X v v
[46] X X X X | X]| X | X|X| X | X]| X v v
[47] X v X X | X| X | X|X]| X | X]| V v v
[48] X X v X | X| X | X|X| X | X| V X v
[49] X X X X | X| X | X|V| X | X| X v v

Important information about ML-based malware detection can be seen in Table 2. The
software datasets Drebin and Virus Total are frequently used due to their reliability and broad
range of features which help in improving the performance of the models. Researchers
frequently apply RF and CNN to different problems in malware detection. However, the
approaches taken are lacking in variety of algorithms, primarily KNN, LR, and NB, which
are not used. The CICAndMal2 dataset is not frequently used which implies there are
problems in identification or availability. The malware detection performance improvement
is needed which is evidenced by accuracy and recall metrics.

Table 3: Comparative evaluation based on DL-based methods

Refe | Mali | CIC | Vir | Viru |CN | VG |GA | LST | SV | M | T | Acc | Reca
renc | mg | And | us s N | G| N M M | LP | L |urac 11

e Mal | Tot | Shar y
Wor 2 al e
k
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[50] [ v X [ X[ X [v[[X[X] X [X[X[X] v [V
511 v X | X | X [ X[ X[ X[ X [ X |[X]|v] v ]| v
[52] | X X | X | X [ X[ X | X X | X[ xX[xX] v | X
53] | v X | X | X [ X[ X | X X | X[ xX[xX] v | X
[54] | X X | X | v [ v X|v] X | X[ xX[X]v | X
[55] | v X | X | X [ v]X|v] X | x| xX[x] v ]| v
[56] | v X | X | X | v v X]| X [ X[ X]|x] v ]| X
571 | v X | X | X | v [ X[ X]| X [ X[ X]|x] v ]| v
[58] | v X | X | X [ v X | X| X |v|[x|[x]v ]|V
[59] | v X | X | X [ v X|v] X | X[ xX[X]v | X

The varied metrics for malware analysis based on DL across different studies are captured in
Table 3. Most studies assess measures of accuracy and recall which are vital for evaluating
malware detection systems, especially in terms of identifying malware and minimizing false
negatives. Conversely, the techniques MLP and LSTM are used less frequently possibly due
to their complexity and narrow range of use. CNN and GAN are widely used in various
applications. Moreover, several studies frequently omit tools like CICAndMal2 and Virus
Total, either due to limitations in dataset availability or a focus on traditional detection
methods.

7. Research Challenges
The primary research deficiencies identified in the literature evaluation concerning malware
identification and evaluation are outlined below:

o The research indicates that the majority of current feature selection methods
employed for malware analysis exhibit low rates of detection and elevated false alarm rates.
As a result, creating a good feature selection framework that increases the number of
infections found, improves the accuracy of classification for new malware variants, and
reduces the number of useless features in large datasets which is at present a big concern.

o Feature selection techniques majorly dependent on static characteristics derived from
malware specimens. But polymorphic viruses are constantly changing and can alter their
behavior and attributes over time. As a result, developing a method for feature selection with
valid features is still under investigation.

o The malware generator employed sophisticated methods to conceal harmful code
from the detection system. Consequently, designing a system for detection capable of
efficiently identifying the many features of malicious code remains an ongoing issue.

o Malware may affect many OS and equipment, and ML methods developed on a single
platform not effectively transfer to others. More work is required to establish malware
identification methodologies that can efficiently safeguard diverse scenarios under various
platforms. Additionally, identifying zero-day malware requires significant effort.

o With the rapid rise of malware instances, it is important to create ML models that can
quickly work and manage extensive datasets while maintaining detection accuracy.
o One difficulty for researchers is their belief that larger data sets result in greater

accuracy and less bias. Although this assumption is basic, it is critical to acknowledge the
possible issues associated with huge datasets. Utilizing a dataset of moderate size may reduce
the computing resources and time necessary for model training.
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o To enhance the training procedure and minimize the time needed for processing
massive datasets, researchers might consider employing distributed computing approaches
and parallel processing. This involves splitting the workload among various computer
resources, like GPUs or numerous PCs, to concurrently train the model.

8. Conclusion and Future Scope

Malware analysis is one of the main aspects of cybersecurity because of the growing
complexity and prevalence of malicous software. Understanding malware is important for
formulating robust defences. Malware analysis enables the identification and classification of
various malware types, thereby improving the detection and prevention of future attacks. ML
is useful for malware investigation because it can examine enormous datasets and identify
complicated patterns. In this paper, we have summarized recent advances in malware analysis
using ML, DL, and feature selection through the available literature. We have conducted a
comparative evaluation of previous work on malware analysis through various approaches,
using metrics such as accuracy, recall, datasets, and specific techniques. We have inferred
that the most frequently examined metrics are accuracy and recall, indicating a significant
focus on the model's efficacy in accurately detecting malware. When considering ML-based
methods for malware evaluation, researchers widely use Drebin and Virus Total datasets, as
well as RF and CNN to a large extent. However, DL-based methods for malware evaluation
extensively employ CNN and GAN. We also evaluate the obstacles and limitations associated
with the studied work, thereby paving the way for future research. In the future integration of
ML with other technologies for the mitigation of malwares will be done. Apart from this
analysis on other available datasets will also be carried upon.
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