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Abstract
As businesses continue to embrace cloud technologies, the role of project managers in guiding
these transitions has become increasingly complex. This study explores the challenges faced by
project managers during cloud-based deployments and uncovers the key factors that contribute to
successful outcomes. Using a thematic approach grounded in qualitative insights, the research
identifies three core categories of challenges: technical issues such as performance limitations
and cloud security concerns; business-related constraints like cost unpredictability and ROI
pressure; and organizational difficulties involving stakeholder expectations, compliance demands,
and internal coordination. At the same time, the study highlights critical success enablers
including workforce training, stakeholder engagement, vendor collaboration, and proactive risk
planning. The findings offer a clear, experience-based framework that can help project managers
anticipate potential roadblocks and apply practical strategies to address them. By focusing on the
lived realities of cloud adoption, this research provides actionable guidance for organizations
aiming to navigate their digital transformation journeys more effectively

Introduction
The increasing use of cloud computing has significantly transformed organizational
understanding of IT infrastructure and service delivery. However, this cloud-based system
transition imposes demands on various employees like project manager, who must assess various
technical, business and organizational challenges to ensure the successful deployment. For
instance, Marston et al. (2011) shows the diverse business implications and opportunities that
cloud computing introduces, which project managers must address strategically. As Carlin and
Curran (2013) outlined, security remains a prime concern, emphasizing that cloud computing
security challenges are most important for project managers to tackle.Furthermore, Rimal et al.
(2009) provide insight into the technical and management challenges associated with cloud
ecosystems, underscoring project managers' complexity in cloud integration. The decision-
making processes involved in cloud adoption are more robust with tools like the Cloud Adoption
Toolkit, as discussed by Khajeh-Hosseini et al. (2012), which support informed cloud adoption
decisions within enterprises. Armbrust et al. (2010) also has a detailed overview of the
opportunities and inherent challenges in cloud computing, providing essential reference for
successfully overseeing cloud projects. By examining these success drivers and challenges, this
research provided valuable insights to help project managers to effectively manage cloud
adoption and integration.

Background of Cloud Computing requirements in today’s industry
Cloud computing is important innovation in IT infrastructure, amending how organizations
manage data storage, processing, and application deployment. Across the industries, cloud
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solutions' flexibility, scalability, and cost-effectiveness have driven common adoption. (Bhole et
al., 2025) As organizations move from traditional on-premises infrastructure to cloud
environments, project managers face unique challenges that ask for new skill sets and strategies
(Marston et al., 2011).

Technical challenges, such as ensuring data security and managing the performance of cloud
services, are of prime importance. Security concerns remain a prominent issue, as the
understanding of cloud vulnerability remains despite advancements in encryption and
authentication technologies (Subashini & Kavitha, 2011). In addition, managing the transition
can be complex, with network performance issues necessitate adaptive strategies that consider
technical constraints and workforce skill gaps (Botta et al., 2016).From a business perspective,
cost management is of utmost important factor. The shift to the cloud follows initial deployment
costs, ongoing management, and potential ad-hoc expenses (Klems et al., 2009). Stakeholders'
efficiency expectations impact these challenges, necessitating careful planning and execution.An
organization must navigate customer-driven demands, strict compliance regulations, and
operational constraints of cloud deployment, each requiring customized project management
strategies (Zhang et al., 2010). Understanding critical success factors in cloud project
management is essential for realizing the maximum of cloud technology's success.

Background of Project Management and Its Impact on Deploying New Technologies
The successful deployment of new technologies comprises of key role of project managers. This
includes applying knowledge, skills, tools, and techniques to project activities to meet project
requirements and ensure that technology initiatives are completed on time and within scope and
budget (PMI, 2017). Various processes and methodologies, including planning, executing,
monitoring, and closing projects ensures the effective project management that help
organizations to identify and manage the complexities of technological adoption. Fast and
continuous updates to technology often requires a change in organizational structures, processes
and working cultures. Project managers act as middlemen between technical teams and business
stakeholders while ensuring that projects align with strategic goals while addressing various risks
(Meredith & Mantel, 2014). A structured project management approach aids in articulating a
clear vision, defining roles and responsibilities, and establishing communication channels,
ultimately leading to the successful integration of new technologies.Project management
methodologies such as Agile and Waterfall also provide frameworks that guide teams through
the technology deployment process, allowing for flexibility and adaptability in response to
project dynamics (Schwalbe, 2015). These methodologies bring about collaboration among team
members and stakeholders, improve strategic thinking and problem-solving skills, which in turn
increases the likelihood of the project’s success.In addition, strategic project management can
significantly enhance an organization’s ability to innovate. Organizations can achieve
competitive advantages, optimize operational efficiencies, and improve customer experience
through the successful deployment of technological innovations (Khan et al., 2019). The impact
of effective project management thus extends beyond the immediate project outcomes, shaping
the organization’s capacity for future technological advancements.
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The Need for Qualitative Research in Understanding Human Aspects of Project
Management's Impact on Cloud Computing

Qualitative research is essential for exploring the intricate human aspects of project management,
particularly in cloud computing. This research approach enables a deeper understanding of
complex phenomena that are often overlooked by quantitative methods, such as personal
experiences, understandings, and interactions among project stakeholders (Creswell, 2014). In
technology deployment, particularly in cloud computing, the human element is critically
influential in ensuring project’s success.

Cloud computing business transitions often induce significant organizational change, affecting
standard operating procedures and employee roles. Understanding how these changes are
perceived by stakeholders, including project managers, team members, and end-users, can
illuminate potential resistance or acceptance of new technologies (Kotter, 1996). Through
interviews and focus groups, qualitative research provides a platform for participants to express
their thoughts and feelings, revealing insights into cultural and interpersonal dynamics that affect
project outcomes (Seale, 2018).

Moreover, qualitative research emphasizes the subjective experiences of individuals involved in
cloud computing projects, thus highlighting the importance of emotional and psychological
factors in adapting to new technologies (Schein, 2010). For instance, perceived security concerns
related to cloud technology may vary from actual technical vulnerabilities, user anxiety and
skepticism toward change. Investigating these aspects qualitatively allows researchers and
project managers to customize strategies that address stakeholder concerns and provide a
supportive environment for technological adoption.

Furthermore, qualitative research enables the identification of best practices and success factors
tailored to specific organizational contexts, which can differ widely in their approach to cloud
deployment. By capturing diverse narratives and interpretations, this approach informs project
management strategies that are more aligned with team members' actual experiences and needs,
ultimately enhancing collaboration and project performance (Stake, 2010).

Qualitative research is not merely complementary but foundational in grasping the subtle human
aspects that greatly impact how project management influences cloud computing initiatives. By
prioritizing individuals' voices and experiences, organizations can better navigate the
complexities of technology adoption.

Method
Thematic analysis was used to analyze qualitative data in this research, following Braun and
Clarke's (2006) six-step procedure. NVivo 11 software was utilized to aid in coding, identifying
themes, and organizing data for accuracy and efficiency in the analysis. The first step involved
familiarization with the data, in which the transcripts of the interviews were read carefully and
preliminary impressions recorded. Initial coding was then carried out, in which relevant quotes
were coded into themes. After coding, the next task was identifying themes in which the codes
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were condensed into larger thematic patterns. The themes were then tested and refined to fit with
the dataset, adjusting wherever required. Naming and defining themes were also done next, and
each theme was named accordingly, making sure they reflected the richness of participant
experiences.

Lastly, the results were arranged into major themes in line with the study objectives. Quotes
from participants were provided for each theme to capture the interviewees' views.

Results and discussion
This section provides the findings from the study on the challenges project managers face in
managing cloud-based projects and the critical success factors enabling the successful
implementation of cloud solutions. The research investigated technical, business, and
organizational problems project managers face in implementing cloud adoption and determined
the most critical challenges and specific issues associated with cloud deployment. Along with
these problems, the research also revealed best practices and essential success factors that can be
used to reduce risks and increase the probability of successful project results. Twenty-two
subthemes were extracted and then categorized into three major categories, focusing on the
technical, business, and organizational views.

Research Objective One: To identify the challenges faced by project managers in managing
cloud-based projects.
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Theme 1: Technical challenges faced in cloud deployment projects
Cloud deployment presents several technical challenges project managers must navigate to
ensure a smooth transition from on-premises systems to cloud environments. These challenges
include security concerns and cloud perception, performance issues and network challenges,
slow migration, cloud printing constraints, and workforce skill gap
● Security Concerns and Cloud Perception: One of the most significant technical
challenges project managers face during cloud deployment is related to security concerns and the
general perception surrounding the security of cloud-based systems. Most participants
recognized security as a significant concern affecting cloud deployment, as organizations often
question how secure the cloud is compared to traditional on-premises infrastructure. Many
stakeholders perceive public cloud environments as vulnerable and uncertain in the long run,
necessitating enhanced authentication and encryption measures.

“One of the other challenges is basically the security where the mindset of, you know, how
secure the cloud is, right?”
“When we talk about cloud, the security matters a lot… That is actually one of the constraints
with regards to cloud.”
“When we talk about cloud, the security matters a lot; you know, security comes into the picture.
That is actually one of the constraints concerning the cloud. You know, the security is one of the
one of the constraints that could be a technical challenge”
“Perception that public clouds are not secured and may not be secured in the long run. So that's
where the technical aspect came in to ensure we have multiple authentication layers. Multiple
security layers.”

● Performance Issues & Network Challenges: Cloud performance issues are another key
concern for project managers. These issues often arise when transitioning from on-premises to
cloud-based systems, as network layers and configuration changes can impact performance.
One participant described their experience, stating,
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“One bigger challenge is when you have a performance issue where you are not able to find
anything else. And your application guy points out that this is an issue on the network layer.
That's where the real challenge starts because then there is nothing much to prove where is the
real issue.”

● Slow Migration & Cloud Printing Constraints: Organizations also encountered slow
migration with their cloud deployments projects as a full-scale migration was impractical
“We realized that we could not migrate en masse 100%. It had to be a slow migration with
certain applications going first, certain others later.”
Additionally, a respondent noted that cloud printing constraints present difficulties for their
workflow.

“We are in an organization where once we get an order, there is a hard copy printout which
travels along with it through the manufacturing’s different cycles. Printouts from the cloud
presented a different set of challenges.”

● Workforce Skill Gap: Another prevalent challenge in cloud deployment is the workforce
skill gap. Many organizations struggle to find employees with the necessary expertise to handle
cloud transformations, implementation, and maintenance. The lack of expertise in specific cloud
platforms, such as AWS, Microsoft Azure, or Google Cloud, makes it difficult for organizations
to fully leverage cloud capabilities.

A respondent highlighted this issue, stating;
“The technical challenge may first come from the workforce itself. We need skilled resources
who should be aware of cloud transformations and implementations.”

Theme 2: Business challenges faced in cloud deployment projects
Cloud deployment projects present several business-related challenges that can impact their
success. Project managers often struggle with cost management and unexpected expenses, as
budgeting for cloud transitions can be unpredictable. Additionally, efficiency expectations and
inactive equipment create operational difficulties, with stakeholders expecting immediate high
performance while system inefficiencies and downtime may lead to temporary productivity
losses
● Cost management and unexpected expenses: Cost is the most significant concerns, as
most of the respondents complained that the most common business challenge they face is cost
and budgeting for unknowns
“So the biggest challenge or heard in would come in terms of cost. You know, cost firstly, right.”
“A lot of project managers don’t even worry about keeping some reserves for some unknowns,
right?”
“I don’t think we had any other issues other than the cost.”

● Efficiency expectations and inactive equipment: This also pose business challenges in
cloud deployment. Many stakeholders, particularly those accustomed to high-performance
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traditional IT infrastructures, anticipate that cloud-based systems will deliver the same or even
better efficiency from the outset.

One participant explained;
“People who have achieved a high level of maturity when it comes to their efficiencies expect the
same back from the cloud.”
Additionally, productivity losses may occur when equipment remains idle due to system
inefficiencies or temporary downtime.
Another respondent described this issue, stating;
“For example, one machine lying idle for a few minutes because some system did not work. It
doesn’t mean loss of business, it’s just loss of productivity.”

Theme 3: Organizational challenges faced in cloud deployment projects
Cloud deployment projects often face organizational challenges that arise from strict customer
requirements, compliance regulations, and operational constraints. These challenges can impact
the flexibility and efficiency of cloud solutions, requiring project managers to adapt strategies to
meet both client demands and industry standards. The most significant organizational challenges
include customer-driven demands and strict compliance requirements, as well as data integrity
concerns and remote work restrictions.
● Customer-driven demands and strict compliance requirements:Many customers impose
rigid conditions that do not align with the flexibility of cloud solutions. Some organizations
mandate that employees work only from specific office locations, limiting the scalability of
remote cloud access. As one participant explained, “Some customers have a specific requirement
saying everybody has to work out of office only in your project.”
Additionally, customers may enforce strict deadlines, placing immense pressure on project teams
to deliver within shorter time frames, often requiring more resources and increasing operational
costs.
“Some customers give very stringent deadlines, which means that you have to burn more
resources from your company and which means the COGS go higher.”

● Data integrity concerns and remote work restrictions: Certain industries impose strict
compliance regulations regarding how and where data can be accessed, creating challenges in
cloud deployment. Organizations dealing with sensitive information must ensure that data access
remains restricted to secure locations, limiting remote work options. As one participant shared,
“They would want people to only access their sites from a particular safe location.” Such
restrictions can make it difficult for organizations to fully leverage cloud computing benefits,
requiring customized security measures and compliance strategies to meet regulatory
requirements while maintaining operational efficiency.

“Some customers give very stringent deadlines, which means that you have to burn more
resources from your company and which means the COGS go higher.”
Another significant organizational challenge arises from data integrity and compliance
requirements. A participant shared how people will want their sites to be accessed or processed.
“They would want people to only access their sites from a particular safe location.”
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Research Objective Two: To identify the critical success factors for project managers in
managing cloud-based projects.

Factors that enhance success in managing cloud-based Projects
Successfully managing cloud-based projects requires more than just understanding the
challenges; it involves identifying and implementing key strategies that ensure the successful
deployment and integration of cloud solutions. Several critical success factors have emerged as
essential for project managers in leading cloud deployment projects effectively, as stated by the
interview participants.

Theme 1: Technical solutions
The theme technical expertise is considered necessary for effective implementation of cloud
projects, which was expressly communicated by the interview participants. Highly skilled
personnel, security measures, and risk management ensure success in transitions. Some of the
technical solutions mas mentioned by the respondents includes: workforce training risk
management, security measures and leveraging Vendors as partners to offer expert support in
other to mitigate operational challenges and enhance the uptake of cloud.

Workforce Training: Training employees to develop the necessary cloud expertise is a critical
success factor in cloud-based projects. Many participants stressed the importance of structured
training programs before implementation. For example:
“First, we need to train them. We need to spend time on training and allocate the budget for
training before implementing cloud solutions.”
“They should be trained. If they’re not trained, they should be trained.”

Risk Management: Effective risk identification and mitigation strategies play a crucial role in
cloud deployment success. Organizations that anticipate risks early in the process are better
equipped to handle challenges that arise.
“In the planning phase itself, we should be able to capture the risks that may arise from such
implementations.”
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“First of all, capture the risks that may arise and address them accordingly.”

Security Measures: Strong security protocols are essential to maintaining the integrity of cloud
deployments. Security planning requires collaboration across legal, compliance, and IT teams.
One participant shared;
“We engaged with the legal team, security officers, and our internal cloud security team to
devise a completely new way of securing our solution in the cloud.”
Another respondent noted;
“Security considerations should be built into the very beginning of the product ideation and
design.”

Leveraging Vendor Partnerships: Establishing strong vendor relationships allows organizations
to receive technical support and negotiate better service terms.
“We had a large relationship with Microsoft, which enabled us to get a good deal of support. We
could call experts immediately and get their attention.”
“We piggybacked on to what Luxartica was doing. This allowed us to transition seamlessly to
Azure.”

Theme 2: Business Strategies
Cloud deployment requires more than just technical efficiency; it also demands careful financial
planning, strong stakeholder engagement, and clear business justification. Managing costs
effectively ensures that projects remain financially viable, while gaining support from key
stakeholders helps streamline decision-making.

Cost Optimization: Proper resource allocation and budgeting are essential for cloud project
success. Many project managers acknowledged the importance of balancing resources to
optimize costs.
“You need to balance the resources working on your project. No matter how high-profile your
project is, you cannot have everybody charging at $300 per hour.”
“You must ensure that funding has been properly approved, and that includes pre-planning
phases where budgeting is clearly outlined.”

Stakeholder Engagement: Successful cloud deployment requires alignment with key
stakeholders. Engaging business leaders early in the decision-making process helps gain support
and prevent conflicts later.
“One strategy is that business is a part of decision-making. We also identify the key influencer
categories who need to be taken care of.”
“Convincing the sponsor first is crucial. If the sponsor is not convinced, securing funding and
support will be difficult.”

Business Justification: Demonstrating the value of cloud investments is necessary for securing
buy-in from leadership.
One participant explained;
“We had to make sure that we can show them a good return on the investment they’re making.”
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Another respondent stressed the importance of a well-developed business case, stating;
“A proper business justification should be developed, considering all intricacies, risks, and
financial implications.”

Theme 3: Organizational Success Factors
Communication and teamwork: One of the most important success factors in cloud deployment
projects discussed by the respondents is communication and strong teamwork. Most of the
respondents are of the view that when roles and responsibilities are well-defined, and there is
effective communication between technical teams, business leaders, and end-users is crucial for
preventing misunderstandings and ensuring the project remains on track.
“Important factors to success not only in cloud deployment but in any project are clearly defined
roles and responsibilities.”
“You have to communicate. I mean, the project manager in these kinds of cases when there are
so many parties, so many stakeholders involved, they need to make sure they are out in the
ground. Working with everyone and making sure that nothing is lost in translation.”
“You cannot hide anything out there. When you are communicating with your stakeholders, you
need to be open and you need to go with data points”

Proper License Planning: Ensuring that all necessary licenses are secured before
implementation is critical for avoiding disruptions.
“Without the proper licenses, you cannot go with any of these implementations for sure.”
“A lot of licensing is required. You must ensure that you have all necessary licenses before
deployment.”

Vendor Evaluation: Selecting the right vendor reduces operational risks and improves service
quality. Project managers emphasized the importance of thorough vendor assessments. One
respondent shared, “I don’t have to pull two vendors and ask them to resolve an issue. Instead, a
single vendor can solve it, which is much better.” Another participant highlighted the importance
of service agreements, stating, “Vendor selection should be based on contracts and SLAs that
align with project goals.”

Another factor discussed by the respondents is the understanding of the cloud technology being
deployed. While project managers do not need to be experts in coding or troubleshooting, having
a fundamental understanding of the cloud platform allows them to make informed decisions and
communicate effectively with the technical team.

“For any project manager who's gonna be doing it for the first time, it is important to have a
basic understanding of the technology in which your project is being delivered.”
In addition, a comprehensive feasibility study and thorough planning are fundamental to success.
A detailed feasibility study ensures that the project is both technically and financially viable,
while careful planning addresses potential risks and challenges. One participant stated, “It is
important for the program manager to do a feasibility study thoroughly to ensure that the target
is supported by the cloud.”
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Findings
The study identified a set of challenges that project managers confront when managing cloud-
based projects. Technical challenges entailed cloud security issues, as most project managers
cited that cloud systems were not secure compared to on-premise systems. The skills gap in the
workforce was also a significant concern, as organizations faced an issue of getting professionals
competent in cloud technology. Additionally, most project managers encountered a slow
migration process and found that it was more effective to migrate in stages rather than trying to
move everything simultaneously. At the business level, cost control was a significant problem,
with no obvious way for project managers to account for unforeseen expenses during
deployment. Efficiency expectations also led to stress, as stakeholders would expect the cloud to
operate in the same capacity as legacy systems. Organizational issues included customer-driven
demands, including strict timeframes and geospatial requirements, that put pressure and
complexity on the deployment.

The study also identified some critical success factors for managing cloud-based projects.
Deployments of cloud computing that were successful were related to clear communication and
clear roles within the project team. Project managers also benefited from a basic understanding
of cloud technology, which allowed them to guide the team and make informed decisions.
Workforce training was also critical in addressing the skills gap so that team members were
prepared for work based on the cloud. Risk management and stakeholder engagement also
emerged as essential factors of success, where planning and continuous communication helped to
reduce issues and synchronize expectations.

Recommendations
Based on the findings of this study, these are the proposed recommendations for project
managers and organizations:
1. Invest in Workforce Training and Development: Organizations should prioritize training
their teams in cloud technologies to address the skill gap. This will ensure that project teams are
equipped with the knowledge to handle cloud deployment effectively and reduce the reliance on
external experts.
2. Improve Security Protocols: Given the concerns around cloud security, organizations
should implement robust security measures, such as multi-layered authentication and encryption,
to ensure the security of sensitive data and applications during and after the migration process.
3. Implement structured cost planning to mitigate financial risks: Before beginning the
deployment process, project managers should ensure that comprehensive budgeting, including
contingency funds for unforeseen costs, is in place. Regular budget reviews throughout the
migration process will help keep costs under control.
4. Align Stakeholder Expectations: Clear communication with stakeholders is vital. Project
managers should set realistic expectations regarding cloud performance and migration timelines
to avoid dissatisfaction and to ensure that the cloud solution meets business needs.
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