Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 2 Issue 3 (2022)

Al-Driven Cloud Security: Enhancing Multi-Tenant Protection with
Intelligent Threat Detection

Srinivasa Subramanyam Katreddy
Al Solutions Architect,
328 Camelot Dr, City: Pittsburgh State: Pennsylvania, USA - 15028
srinivasa.katreddy@gmail.com

Abstract: As cloud systems become increasingly multi-tenant and dynamic, ensuring robust security remains a
paramount concern. This paper explores Al-driven approaches to enhance cloud security by employing advanced
threat detection and real-time monitoring mechanisms. The proposed model leverages machine learning
algorithms to identify anomalous behaviors, predict potential security breaches, and automate threat mitigation
strategies. Experimental evaluations indicate significant improvements in attack detection rates, response times,
and overall system resilience. These findings underscore the importance of integrating Al into cloud security
frameworks for safeguarding multi-tenant environments.
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I Introduction

Multi-tenant architectures in the context of cloud computing refer to a shared infrastructure where several different
organizations, or tenants, share the same cloud environment and make use of the same underlying resources [1].
This paradigm provides a very effective framework for cloud service providers to meet the needs of a wide range
of business users by delivering resources at scale. Multi-tenancies allow businesses to drastically cut operational
costs. expenses by sharing resources among several tenants while preserving the logical divisions of workloads,
data, and apps for each tenant [2].

Multi-tenant cloud solutions, which give businesses scalable, adaptable, and affordable access to cloud resources,
have emerged as a key enabler of digital transformation in organizational settings. These platforms enable
businesses to increase computer capacity in response to immediate demands, assign resources dynamically, and
provide infrastructure on-demand. The capacity of multi-tenant cloud systems to support large-scale organizations'
high availability, dependability, and business continuity highlights their significance. These systems facilitate the
parallel execution of several resource-demanding applications, reducing downtime and improving operational
effectiveness. As cloud computing becomes more popular, businesses are depending more and more on shared
cloud infrastructures, which need to be safe and effective even when several tenants are using the same resources
at once. Although multi-tenant cloud architectures offer substantial benefits in terms of scalability and cost
effectiveness, managing them [3] presents a number of difficult issues that must be resolved to guarantee the best
possible performance and security for each tenant. Resource contention, in which several tenants may need access
to scarce resources like processing power, memory, or storage at the same time, is one of the most important
problems. This dispute may result in uneven performance, with some tenants going without resources while others
monopolize them, compromising the dependability of the system. To prevent such problems, effective resource
allocation procedures are necessary. To guarantee equitable distribution and reduce the chance of performance
degradation, sophisticated scheduling algorithms and dynamic resource management approaches are needed [4].
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Figure 1. Multi perceptron based Business model of a digital enterprise

Another major issue in multi-tenant cloud setups is scalability. Elastic scalability is required because businesses'
demands for computing resources frequently climb nonlinearly as they expand [5]. The demands of growing
workloads may be too much for traditional cloud designs to handle, which could result in either overprovisioning
or underutilization of resources. In order to guarantee that every tenant has the resources they require without
resulting in system-wide bottlenecks or inefficiencies, a scalable multi-tenant platform must be able to instantly
modify resources in response to workload demands. Maintaining operational flexibility in enterprise cloud
environments requires the capacity to grow both vertically (by upgrading current resources) and horizontally (by
adding more resources).

Lastly, there are further challenges because of how difficult it is to maintain security and compliance in multi-
tenant cloud settings [6]. To protect sensitive data, businesses must create strong access control procedures,
encryption, and audit trails in accordance with stringent regulatory standards like GDPR, HIPAA, and PCI-DSS.
The implementation of these security and compliance requirements is made more difficult by the shared nature of
multi-tenant cloud systems, which calls for sophisticated platform engineering strategies that incorporate security
by design.

1. Literatrue Survey

The development of virtualization and distributed computing technologies, which started to take shape in the late
20th century, is where the idea of cloud computing originated. Organizations used time-sharing systems to access
the mainframes and minicomputers that housed many of the computing resources at first. However, the need for
more scalable and adaptable computing systems increased dramatically in the early 2000s with the introduction
of the internet and the widespread use of personal computers. The cloud Computing has become a model [7] that
enables customers to obtain computer resources, including storage, processing power, and programs, on-demand,
usually on a pay-as-you-go basis, via the internet.

The delivery of IT services was drastically altered by cloud computing, which allowed businesses to switch from
the capital expenditure paradigm of on-premises gear and software to an operating expense model. The advent of
virtualization technology, which allowed several virtual machines (VMs) to operate on a single physical server
and gave rise to the idea of multi-tenant systems, made this transition easier. When several clients (tenants) share
the same physical infrastructure but have logically separate data and apps, this is referred to as multi-tenancy
architecture [8]. Multi-tenancy is essential to cloud computing because it enables cloud providers to realize

http://jier.org 66



Journal of Informatics Education and Research
ISSN: 1526-4726

Vol 2 Issue 3 (2022)

economies of scale. Cloud systems can provide high levels of resource utilization and cost effectiveness by pooling
resources across numerous tenants. Cloud services like Software as a Service (SaaS), which allow many
businesses to access the same software instance while preserving safe data segregation, are now based on multi-
tenant setups. The broad acceptance of cloud services, especially in enterprise settings where operational
flexibility, scalability, and cost effectiveness are critical, has been made possible by the development of multi-
tenancy in cloud computing.

The evolution of distributed systems and the requirement for new architectural paradigms to manage extensive,
shared infrastructure are closely connected to the historical development of cloud computing and multi-tenancy.
The multi-tenant model turned out to be a perfect fit for businesses [9] and service providers looking for solutions
that provided flexibility, cost optimization, and resource scalability. Cloud computing has developed over the past
20 years, moving from simple Infrastructure as a Service (laaS) solution to more sophisticated, fully managed
platform services that allow for even higher resource allocation efficiencies and multitenant environments'
scalability.

In the context of cloud architectures, platform engineering is the design, development, and administration of the
tools and underlying infrastructure that facilitate the deployment, scalability, and operation of cloud-based
services and applications. A wide range of disciplines, including virtualization, containerization, orchestration,
and resource management, are covered in the extensive literature [10-14] on platform engineering techniques in
multi-tenant cloud environments. These disciplines all help multi-tenant systems function effectively. Resource
management is one of the main issues with platform engineering for multi-tenant architectures. Several studies
emphasize how crucial effective resource allocation strategies are to preventing disputes among renters. [15], for
example, address the function of dynamic resource allocation in cloud environments and offer strategies that let
cloud providers distribute resources according to tenant demand and priority, maximizing resource use and cutting
waste. In a similar vein, [16] investigate how virtualization technologies affect resource allocation and come to
the conclusion that while virtual machines can provide efficient isolation, they also require complex resource
scheduling methods to ensure equity and avoid performance deterioration.

In recent years, containerization has drawn a lot of interest as a substitute for conventional virtualization. Modern
multi-tenant designs now require platforms like Docker and Kubernetes. Containers are lightweight, quick, and
more resource-efficient alternatives to virtual machines (VMs), allowing the deployment of scalable applications
with no overhead, according to studies by [17] and other academics. More granular isolation is made possible by
containers, which is especially useful in multi-tenant settings where workloads from different tenants must not
conflict. The literature has extensively examined the function of container orchestration tools like Kubernetes,
with authors such as [18] examining how these tools allow for the automated management of containers at scale,
which facilitates effective resource allocation and guarantees high availability and fault tolerance in cloud
computing.

Workload isolation is another critical area of focus in platform engineering. Research by [19] explores various
isolation techniques, emphasizing the importance of both computational and data isolation in multi-tenant cloud
environments. Virtual machines, containers, and microservices each have distinct advantages and limitations
regarding workload isolation. Multi-tenant systems must balance these technologies to ensure secure and efficient
workload isolation, preventing the "noisy neighbor" effect, where one tenant's activities negatively impact the
performance of others [20].

One significant trend in multi-tenant cloud systems has been identified as the recent developments in serverless
computing. Serverless systems like Google and AWS Lambda Businesses can use cloud functions to execute code
in response to events without having to worry about server management [21] By enabling autonomous scaling
and resource distribution depending on workload requirements, this paradigm abstracts away infrastructure
administration. The potential of serverless architectures to streamline multi-tenant resource management by
automatically modifying resources for each tenant's workload and enabling optimal use of cloud resources is
highlighted in the literature on serverless computing, including works by [22]. Another area of increasing attention
is platform engineering's integration of artificial intelligence (Al) and machine learning. The application of
machine learning methods to forecast resource consumption, identify irregularities, and enhance performance in
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multitenant cloud settings is the subject of numerous studies. Researchers such as [23], for instance, look at how
predictive models can be used to foresee workload surges, allowing for resource allocation and preemptive scaling.
In addition to lowering operational costs and enhancing cloud system responsiveness, Al-driven automation
makes sure that tenants have access to the resources they require without the need for manual intervention.

Furthermore, cloud-native technologies and their effects on multitenant systems are receiving more attention [24].
Scalable, resilient, and cloud-optimized applications can be developed and deployed more easily with cloud-native
methodologies, which prioritize the use of microservices, containers, and DevOps techniques. [25] investigate
how cloud-native apps might improve scalability and fault tolerance in multitenant systems by utilizing
containerization and being coordinated by platforms such as Kubernetes. By disassembling monolithic apps into
smaller, independently deployable components, these technologies enable businesses to scale, manage, and isolate
workloads in a multi-tenant cloud architecture more easily [26].

1. Problem Definition

Large businesses' changing business needs, where workloads vary owing to shifting operational demands, market
conditions, and business cycles, are best served by the cloud's intrinsic elasticity. Consequently, multi-tenant
architectures have become a key component of cloud computing, enabling the creation of Infrastructure as a
Service (laaS), Platform as a Service (PaaS), and Software as a Service (SaaS).

Including an address, a document title (such the invoice), or generic phrases in text are covered by this. The
process of manually examining text data from an email or business document is sped severely by using this service.
Since BER is a service that can be customized, it may be made to identify the texts that you provide. The input
data analysis and augmentation recommendation service, which employs artificial intelligence Data Attribute
Recommendation (DAR), enables the classification of electronic documents and the predictions of absent data.
Additionally, DAR is a service that may be customized utilizing common or industry-specific document formats.

For other company operations, including invoicing, the same operational logic holds. Text from documents is
extracted in structured data format using the Document Information Extraction (DOX) service.

Optical Character Recognition (OCR),
Post-processing of the recovered text, and
Data enrichment

Are all included in DOX, which allows for a significant reduction in the amount of time needed to handle incoming
documents. While business object recognition searches for specific items in text, DOX pulls specific information
from a file, including their locations within a document. Documents, such as files in various formats, are
categorized by the Document Classification (DC) service and makes recommendations to consumers based on
their browsing history and descriptions of particular products. A customized recommendation system is developed
for every website that offers e-business functionalities.

Reduced customer service expenses and expedited message processing are two goals of STI.
V. Proposed Methodology

While ML for big datasets demands a lot of processing power, DI and SAP Al Core can work well together.
Science of Engineering, SAP Process Automation is a sophisticated, user-friendly platform for designing
applications without writing code. This makes it possible for people with no prior knowledge of software
development to create, alter, and enhance their own business apps and workflows. Furthermore, corporate
operations are supported by integrated Al, which makes them more intelligent and effective. SAP's developments
include applications aimed at environmental conservation. Uses for trash management and packaging, for
instance. One solution to promote the circular economy is SAP Returnable Packaging Management (RPM).
Reusable packaging and shipping containers are the main areas of concentration for SAP RPM.

Digital device for interfacing with business analytics
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When determining a product's target price, a three-level investigation is employed. "Product quality - a set of
product functional characteristics - product price," which means that both the market as a whole and the direct
customer set the price. This pricing is based on market studies and shows what people think things will sell for on
the market. The quantity needed for an enterprise to grow and satisfy the needs of its shareholders is represented
by the term "target profit." The goal profit value is deducted from the anticipated market price to arrive at the
product's target cost. After that, every stage of the production process—from management to laborer—works on
creating and producing goods that fit the budget.

Target costing principles include:
Permanent emphasis on marketplace and consumer needs

Calculating objective expenses for novel goods and components to achieve predetermined profit in current market
conditions;

Consideration of customer necessities affecting production excellence and effectiveness based on Machine
Learning (ML) in Figure 2.

Input : Perform : Feature

Datasets Feature Priority
Final OSRI Feature
Feature Network : Vector

Figure 2. ML based Process Strategy

The conventional meaning of the term "revenue™ assumes that the generation of the overall revenue and cash
flows from them comes first. Knowing the types of flows we produce and their magnitude is insufficient for a
digital enterprise. Understanding how to handle these cash flows clearly is essential to achieving the primary
objective, which is to expedite the When determining a product's target price, a three-level study is used. "Product
quality - a set of product functional characteristics - product price," because both the market and the individual
buyer have a hand in setting prices. We came up with these prices by doing study on the market, and they reflect
what we think the products will sell for locally.

The quantity needed for an enterprise to grow and satisfy the needs of its shareholders is represented by the term
"target profit." The goal profit value is deducted from the anticipated market price to arrive at the product's target
cost. After that, every stage of the production process—from management to laborer—works on creating and
producing goods that fit the budget. Target costing is based on the following primary principles:
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Figure 3. Fraud Detection in finance sector process

Keeping an eye on changing needs of suppliers and patrons; Calculating target costs for new products especially
their parts to enable the achievement of the target, established earnings in the prevailing market circumstances as
per the conventional perspective, the term "revenue™ suggests that the creation of total revenue and its associated
cash flows occur initially. It is insufficient for a digital organisation to understand the types of flows it generates
and their magnitude. The principal goal is to accelerate the cash flow, and attaining this requires knowing how to
manage these cash flows clearly. Finding the most important cost components that affect cash flow and digital
enterprise value is, hence, of the utmost importance as in figure 3.

To classifying the primary charge issues as mentioned below:

Value creation analysis, which explains how the working parts of a business affect the value creation process;
Setting priorities, which means figuring out the things that have the biggest effect on value;

Setting goals and making plans.

An enterprise performance evaluation system is being developed based on important cost considerations, the
objectives of a firm, its primary business domains, and its organizational divisions. Using this method can greatly
enhance the quality of management and make the business more appealing to investors.

The approach that was devised was evaluated were found to be making goods (engines) that have a long life and
are very reliable based on a single platform, making main parts and assembly units, and putting the whole thing
together. These are the company's main technological strengths. After determining that the company's digital
maturity was low across the board, it made sense to rethink the creative business model of the planned digital
production in light of its core technical strengths. For this procedure, lacking resources were identified as meeting
with the requisite digital maturity criteria, indicating their ability to conduct digital enterprise operations.

They chose a digital tool based on the CRM module of SAP S/4 HANA so they could keep in touch with the
client. It will someday make the cost of a product's life cycle lower by using PLM, a system that will let engineers
keep an eye on how the engines are working and how much wear they are getting.

The i-ERP method continuously analyzes data in four areas:

Finance (product cost and business value),
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Customer satisfaction,

Digital maturity, and
HRM processes.

This provides a framework for managing the company's value through the implementation of a balanced scorecard.
One new way of doing business for making plane engines was created as a result of the project. This will help the
company become very competitive for the world market.

Managing Effective Decision-Making Process

The decision process managing the data / knowledge based on the sample online datasets through certain
process phases. Initially, the intelligence phase takes the opportunity to identify the problem from the information
knowledge, the design phase is performed to solve the above considered problem by certain procedure. Then the
choice phase makes the solution by identifying the metrics / parameters and then the identified metrics helps to
solve the problem in the implementation phase. There are various models are deployed as it carry out several
process to perform certain decision based on collecting the information and it gives the solution using evaluation
process . The several processes is listed below as represented in Fig. 4 and Fig. 5.,

Intelligence
REALITY Phase
| <—
<_
A
A
Authenticate model v
Plan
Phase ]
4_
Achieveme
nt v
Verify and test solution Optimal
4 Phase )
Service
Phase P
Disaster
71
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Fig. 4. Decision Making Process.

Initially define and provide the information related to system and application nature and then realize and carry out

the right decision.

Data Collection make a proper decision to collect and gather the information and it contains the information details
like, what king of information and from, which source those information are taken like online source and to

perform the self —assessment.

Identifying the alternative solutions as the problem have multiple path and process to find the solution and

construct the best path.

Identify the effective solution to reach a proper goal as it is give higher priority.

After finding various alternative solutions, select the effective on to perform the corrective action.

Make a review to find the decision on the selected solution and evaluate it. If not, repeat the process.

Computing the process of decision making:

Medical

Social Networks

Customer

Quialitative Analysis
Design

A 4

Organization

Problem ID / Definition
Intelligence

Online User

A

Design & Choice

A

Quantitative
Analysis Design

Implementation

Fig. 5. Computing the Decision Making Process

http://jier.org




Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 2 Issue 3 (2022)

Decision Support System (DSS) deployment:

DSS System is the knowledge-based information gathering system to perform effective decision making
model and perform certain activities. Proper decision making is performed by the user to modify the data to make
refined decision system and validate the decision-based implementation. In the case of DSS deployment, the novel
mechanism based on detection structure with related to time-based field. Based on the integration of detection
architecture, detection rate gets balanced in an iterative manner for online users and data variation from periodical
time interval is mentioned clearly. With respect to clinical data, The DSS model is based on knowledge discovery
in order to give permission to specialist in care unit for some social disease. This model performs the process of
prediction based on every data which are considered.

Knowledge Based Decision Support System:

In this recent days, enormous data are stored in the global server as it takes the development of Storage Area
Network (SAN) Storage and it is mainly used in mainframe and super computer. Consider Support Vector
Machine (SVM) based on information classified algorithm among online data through markov chain function.
The proposed model construct the implementation on convergence rate through online SVM rate through data
classification error. Suggested to gather the information related to industry shopping and social media industry to
improve the customer feedback process. At some point of time, decision making is difficult based on various
source. Proposed the computing system, which is capable to automate the detection and change the condition with
human interaction. In these aspects, decision making issue is the critical issue based on online sample analysis.
Proposed the model, which integrates the artificial intelligence like chatbot along with augmented reality to
perform effective decision making related to e-commerce applications. Here the method to construct the
relationship among certain factors like data correlation through decision making to perform the effective e-
commerce platform. Based on the study, the data visualization is performed based on the relationship among the
data correlation factor through graph theory. The effect of data correlation makes the online services and product
more effective through decision making.

DSS provides an innovative approach along with multi criteria based decision making to perform better
product selection on online platform. The proposed model make the information reliable to recommend the
product to users based on hybrid approach. Propose the product recommendation system based on fuzzy logic
predict the product suitable to the online customer. In this model, sentimental analysis is done along with ontology
to make the decision with improved data accuracy and predict the data dynamically through searching. Proposed
effective Q-learning algorithm to deploy the marketing product model based on machine learning in e-commerce
platform. In this method, an iterative process is carried out based on the construction of deviation factor and Q
value function. Here the reinforcement method is improved with larger dataset to verify the effectiveness on e-
commerce platform. Data Aggregation Techniques For Decision Making

The data aggregation technique helps to associate the data based on the model based on repeated data analysis and
then integrate those data to the users and it is represented in Fig. 6.
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Fig. 6. Data Aggregation Process

The data aggregation process integrates with other disciplines like data mining, data analytics, Artificial
intelligence, etc. to ensure improved data reliability. The data aggregation algorithms provides the process of data
gathering and aggregation of data makes the effective energy process based on the input data. This process of data
aggregation is performed on various other fields such as, big data and sensor networks. While considering the
clustering approach, data aggregation performs the division process to group the data and specify the role. In this
recent days, data aggregation is integrated with artificial intelligence to ensure reliable data and it may be used in
other techniques as, computing neural networks and fuzzy, etc. while considering the advanced techniques, data
reliability is guaranteed based on the data processing and it uses large bulk of data as the input sample.

Data aggregation techniques based on data related problems:

In the existing literature, several data aggregation schemes are discussed where two high level approaches is
carried out certain process like data decision, dissemination, data fusion and storage. A data aggregation model,
which includes data decision, fusion associated with data storage and dissemination-based model and it is specific
to vehicular networks. In recent era, fuzzy approach plays significant role and the data aggregation is performed
in various other fields like engineering, business, etc. fuzzy controller to classified the information with data
values as low, medium and high for real time problems. The architecture of fuzzy controller is classified into
various component such as, fuzzifier, de-fuzzifier and interference engine. The controller is organized based on
fuzzy rule based on IF-THEN rule as the fuzzifier transforms the data effect into fuzzy sets with a degree
membership function. Then Defuzzifier generate non-fuzzy decision based on certain control action and
interference engine.
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In this current situation of COVID-19, number of users is increasing drastically to use the e-commerce platform.
So, e-commerce needs a lot of attention in developing new products and services in better quality, managing, and
monitoring. So, it requires multi-criteria based problem need to be lectured in order to access the quality service.
As the customer experience consideration is based on attitude, behavior and decision making process, need to
propose a method to access the alternative product preference through product review and ranking. It has various
limitations such as, focusing on the specific or branded products, not giving preference on low reputed products,
no attention on the neutral review on the products and it leads to uncertainty in the decision making. Combined
SA and Multi-Criteria Decision-Making (MCDM) technique [80] is proposed with the integration of fuzzy sets to
determine the data availability and utility to ensure effective data robustness.

Other than product preference and services, movies, products, hotels, restaurants and services generate the
problem of reputation based on the natural language expression. To overcome the above problem, fine-tune
Bidirectional Encoder Representations from Transformers (BERT) model is proposed to ensure effective
prediction on decision process through review based on online services. Here, the online process is considered by
gathering the information of review on a particular product. Online reviews are analyzed based on sentimental
analysis as it is influenced based on the review generated from different sources. The main limitation is the
difficulty analyzing the review of each product from different source one by one. In order to overcome the
limitation, an online shopping support model using deep learning based opinion mining is proposed along with
fuzzy interaction to determine the score function based on providing the effective decision based on the customer
purchase.

The data-driven multiple criteria decision aiding (MCDA) approach by considering the user review and rating
based on online e-commerce platform.

V. Perfromance Analysis

The subsequent enumeration illustrates four alternatives and their respective implications for the resolution time
calculation.

Between the logged creation date and the last change date. A lot of tickets are unfortunately closed a long time
after the request has been resolved.

The duration of time between the status updates for New and Closed. Similar reasoning is pertinent to the initial
proposal. In addition to the aforementioned, there are reservations which do not possess the "New" status.

The period that passes between the New and Solution Proposal Status. Because only some tickets have the
properly maintained (from the point of view of system administration) solution proposal, only a small number of
tickets would be looked at, which might not be typical for how tickets are usually resolved.

Prolonged period of communication between the initial and final non-automatically generated messages. This
time interval confirms that the initial message contains information regarding the ticket processing
commencement and, as a result, effectively replaces the status of "New" as in Table 1.

Table 1. Comparison of change in the mean value based on the outlier

Year Mean (Days) Change in | Mean (Without | Median (Days)
preceding Year (%) | Outlier)

2020 4.25 -6.26 2.75 0.629

2021 3.95 -6.80 33 0.99

2022 2.50 -7.25 45 1.25

2023 3.12 -8.12 5.25 2.35
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Table 2. Determine the mean and median without outlier

Year Mean (Days) Mean (Hours) Median (Days) Median (Hours) | Mean (Days)
Without
Outliers

2020 1.79 425 0.21 5.07 1.13

2021 1.66 38.5 0.45 9.79 1.35

2022 1.52 295 0.65 12.50 1.56

2023 1.48 215 0.79 14.52 1.72

Table 2 presents the resolution time calculated for the whole duration (excluding weekends and holidays) to more
accurately reflect the customer's perception. For 2021, only tickets that had already been sold were looked at.
Difference between mean and median values shows a 10.66 skew, with a maximum resolution time outlier of 362
days. The median number is a more stable and useful value when there is a lot of data skew. Consequently, the
average complaint is resolved within a day.

Figure 3 also shows tests of the resolution time after deleting outliers that are more than three standard deviations
from the mean value. This is done to highlight the data skew that was found.

This statistic is also one of the most significant for consumers, and depending on its value, it might increase
customer satisfaction because they want to know that their issue is being addressed rather than ignored.
Differentiating the messages as request and reply is necessary to ensure that the values are estimated as accurately
as feasible. Even though the message entity has a property that specifies the nature of content, such as system
data, description, or reply. Some discrepancies in the application of these descriptors were, however, pointed out
by a manual review of the stored messages. Thus, the methodology implemented during the computation is not
contingent upon the metadata that the system has acquired.

Table 3 shows the results in terms of how accurate it is and how much it changes. It shows the outcomes for the
factors that did the best on the test set.

Table 3. The average and range of scores on area tests for accuracy, given in percentages

Support Group NB KNN SVM MaxEnt

Purchase and Agreements 75.6/2.25 84.9/1.7 89.6/2.2 89.6/2.5

Manage the property and material 77.9/2.8 89.5/1.9 925/24 90.6/1.8
Plan the Budget and execute 65.9/4.2 79.2/3.8 86.8/2.2 88.6/

Managing Real estate and Construction 89.2/3.2 92.6/35 94.2/3.2 93.5/3.0

Trip business and expense based on 90.5/2.2 935/3.2 955/2.0 942/1.8

hospitality
Managing the User Access 83.5/3.0 91.8/3.25 96.2/2.8 63.5/4.5

The classification method type can be changed in humerous of ways, as shown in Table 5. The options with better
understanding what the situation. Responding to the Request and Error Analysis Subsequent to the issue class
specification, the system will furnish the subject matter expert with a pre-prepared response for the problem class.
Sometimes the answer to a question about class is easy, like when you ask "how to obtain the function of a material
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responsible person,” and sometimes it takes more than one idea, like when you ask "no resource discovered while
making an application for supply."

Investigation phase discuss the theories are tested to ascertain which of the numerous potential causes is
influencing the issue. When testing hypotheses, people have to go through the steps of checking off a long list of
strict criteria which was given to them by a higher authority. This is done to narrow down the number of possible
answers and explanations. As soon as certain parameters have been retrieved form each type of request, they must
be compared to the numbers that the user sent with the request.

A final response (which could include a mix of several explanations and ideas) is provided once all the data has
been amassed, after a process called "pruning the trees” has been applied to remove any factors that could be
contributing. Following that, a human expert looks over the answer. If that expert decides it's wrong, then another
expert will describe the answer

Content based development is accounted for the following factors are mentioned below:

Finding relevant knowledge about the problem at hand is a way to test ideas about where it came from.
Proof that the requirements have been met.

Getting rid of theories that turn out to be wrong.

How the clear answer was put together.

The Hypothesis is Tested We will use a class from the "Purchases and agreements" module to show what this
means: "not at all resource was discovered while creating a request for supply." This is what we need to show the
point. We need information about how many resources are available and how many requests for supplies will be
needed to test the claim. We can move on to the next step in the process if the letter does contain these pieces of
information. If the system doesn't have the right information, you can choose either of these two choices.

When you know how many requests there are for all the different kinds of goods and resources
The next step is to test the theory.
For the reason of this conversation, there are three of them.

The resource will no longer be usable after a certain date, which must be earlier than the time named in the request
for supply.

The resource number you put in is not valid.
You really can't use a resource in the request for supply.

If the necessary conditions are not met, this theory is thrown out as false. If our theory turns out to be correct, the
user will get a much more personalized answer, like "Good morning!" Pick up a different tool from the ones you
have. The complaints that say there was a mistake in classification are looked over. Once a week. The most
common reasons why requests are put in the wrong category are: It asked for a word that isn't often used to mean
the same thing. One of the definitions of this word includes a word that means the same thing.

The presence of keywords from more than one class in the same request More often than not, this problem is
caused by long searches, where the user combines several queries into one. With this in mind, the producer farmer
has turned to using Al-powered robotic pollinators on a million tomato plants. Most importantly for Costa Group,
using an agribot became apparent to be not only more effective than hand-pollinating, but furthermore slowed the
spread of viruses because no one touched the plants.

VI. Conclusion

One of the greatest challenges in the field of Al is "question answering," as it has ability to read interrogations
posed by people and respond appropriately. In the field of computer science, quality assurance (QA) is the study
of how to find information and understand common language. Unlike the quality assurance solutions that are
available to the public. The SAP ERP user support tool that uses automated techniques is shown below. The text
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presents a well-defined structure that enables the system to develop by explaining the main stages of developing
the corpus, Identifying the problem Finding a solution.

Additionally, it can be scaled to tackle an assortment of closed-domain questions with answers from a variety of
fields. The system on the other hand, can scale across a variety of Challenges related to addressing questions
inside a specific subject. Nevertheless, the system is sufficiently adaptable to address a diverse range of issues.

References:

Butko, A. O., Kuznetsov, P. M., & Khoroshko, L. L. (2020). Creating a digital twin of crushing and milling
equipment reconditioning process. Mining Informational and Analytical Bulletin, 8, 130-144. Doi:
10.25018/0236-1493-2020-8-0-130-144

Carter, M., & Carter, C. (2020). The Creative Business Model Canvas. Social enterprise journal, 16(2), 141-158.
Doi.org/10.1108/SEJ-03-2019-0018

Chervenkova, S. G., & Prosvirina, M. E. (2011). Formirovanie metodov upravleniya zatratami na
mashinostroitel'nom predpriyatii [Forming methods of cost management for machine-building company]. Russian
entrepreneurship, 5-2, 136-141. Doi.org/10.15405/epshs.2021.09.02.68

Chervenkova, S. G., & Prosvirina, M. E. (2019). Primenenie metodov matematicheskogo modelirovaniya pri
planirovanii denezhnyh potokov predpriyatiya [Application of mathematical modelling methods for cash flow
planning]. Vestnik MSTU Stankin, 1(48), 135-140. Doi.org/10.15405/epsbs.2021.09.02.68

Copeland, T., Koller, T., & Murrin, J. (2008). Valuation. Measuring and managing the value of companies. M.:
Olymp-Business.

Corbo, L., Mahassel, S., & Ferraris, A. (2020). Translational mechanisms in business model design: introducing
the continuous validation framework. Management decision, 58(9), 2011-2026.

Grant, R. M. (1991). The resource-based theory of competitive advantage: implications for strategy formulation.
Calif. Manag. Rev, 33(3), 114-135. Doi.org/10.2307/41166664.

Khoroshko, L. L., & Kuznetsov, P. M. (2021). Information Environment for the Design of Industrial Processes.
Russian Engineering Research, 41(3), 277-280. Doi.org/10.3103/S1068798X21030084.

Kuprevich, T. (2018). Cifrovye platformy V mirovoj ekonomike: sovremennye tendencii i napravleniya razvitiya
[Digital platforms current trends and directions for the development in the world economy]. Economic Bulletin
of the University, 37(1), 311-318.

Muiller-Stewens, G., & Lechner, C. (2005). Strategies Management Selection and peer-review under responsibility
of the Organizing Committee of the conference eISSN: 2357-1330 620, https://doi.org/
10.15405/epsbs.2021.09.02.68.

Osterwalder, A., & Pigne, 1. (2010). Business Model Generation: A Handbook for Visionaries, Game Changers,
and Challengers. John Wiley and Sons.

Prahalad, C. K., & Hamel, G. (2009). The core competence of the corporation. Knowledge and Strategy. Harvard
Business Review.

Prahalad, C. K., & Ramaswamy, V. (2004a). Co-creating unique value with customers. Strategy & Leadership,
32(3), 4-9.

Prahalad, C. K., & Ramaswamy, V. (2004b). Co-creation experiences: The next practice in value creation. Journal
of Interactive Marketing, 18(3), 5-14. Doi.org/10.1002/dir.20015

Schuh, G., & Klappert, S. (2011). Technologie management Handbuch Produktion und Management. Springer.

Yeleneva, J., Kharin, A., Yelenev, K., Andreev, V., Kharina, O., & Kruchkova, E. (2018). Corporate knowledge
management in Ramp-up conditions: The stakeholder interests account, the responsibility centers allocation. CIRP
Journal of Manufacturing Science and Technology, 23, 207- 216, Doi.org/10.1016/j.cirpj.2017.12.002

http://jier.org /8



[17].

[18].

[19].

[20].

[21].

[22].

[23].

[24].

[25].

[26].

Journal of Informatics Education and Research
ISSN: 1526-4726

Vol 2 Issue 3 (2022)
Lai, S., Xu, L., Liu, K., & Zhao, J., (2015). Recurrent Convolutional Neural Networks for Text Classification In
Proceedings of the Twenty-Ninth AAAI Conference on Artificial Intelligence 333 p 2267-2273.

Logan D and Kenyon J 1992 HelpDesk: Using Al to Improve Customer Service In Proceedings AAAI-92 p 37—
53.

Herm, L.-V., Janiesch, C., Reijers, H. A., & Seubert, F. (2021). From symbolic RPA to intelligent RPA: challenges
for developing and operating intelligent software robots. Business Pro-cess Management: 19th International
Conference, BPM 2021, Rome, Italy, September 06-10, 2021, Proceed-ings 19, 289-305. Doi.org/10.1007/978-
3-030-85469-0_

Hufgard, A., & Gerhardt, E. (2011). Consolidating business processes as exemplified in SAP ERP systems. S-
BPM ONE-Learning by Doing-Doing by Learning: Third International Conference, S-BPM ONE 2011,
Ingolstadt, Germany, September 29-30, 2011. Proceedings 3, 155-171.

Ibrahim, A., lbrahim, M., & Satar, N. S. M. (2021). Factors influencing master data quality: A systematic review.
International  Journal of  Advanced Computer Science and  Applications, 12(2). Doi:
10.14569/1JACSA.2021.0120224

Jordan, M. 1. (2019). Artificial Intelligence - The Revolution Hasn’t Happened Yet. Harvard Data Science Review.
https://doi.org/10.1162/99608f92.f06c6e61

Lyytinen, K., & Newman, M. (2015). A tale of two coalitions—marginalizing the users while successfully
implementing an enterprise resource planning system. Information Systems Journal, 25(2), 71-101,
Doi.org/10.1111/isj.12044

Ruby, D. (2023, July 23). 30+ Detailed ChatGPT International Journal of Intelligent Systems and Applications in
Engineering JISAE, 2024, 12(8s), 623-629

Sarferaz, S. (2022). Analytics. In Compendium on Enterprise Resource Planning: Market, Functional and
Conceptual View based on SAP S/4AHANA (pp. 341-358). Springer.

Scholtz, B., Cilliers, C., & Calitz, A. (2010). Qualitative techniques for evaluating enterprise resource planning
(ERP) user interfaces. Proceedings of the 2010 Annual Research Conference of the South African Institute of
Computer Scientists and Information Technologists, 284-293. Doi.org/10.1145/1899503.1899535

http://jier.org 79



