Journal of Informatics Education and Research
ISSN: 1526-4726
Vol 5 Issue 1 (2025)

CYBER SECURITY IN THE INDIAN LEGAL SYSTEM:
CHALLENGES AND A STUDY OF JUDICIAL INTERPRETATION

Annu Khan
Research Scholar,
Mody University of Science and Technology,
Lakshmangarh, Sikar (Raj.)
(Prof.) Dr. Komal Audichya
Dean (SOL),
Mody University of Science and Technology,
Lakshmangarh, Sikar (Raj.)

ABSTRACT

The study explores important laws like the Information Technology Act of 2000 and Information
Technology (Amendment) Act, 2008 as well as industry-specific rules and directives from
organisations like the Indian Computer Emergency Response Team (CERT-In) and the Reserve
Bank of India (RBI). Recent changes, such as the implementation of the Digital Personal Data
Protection Act 2023, and its effects on cybersecurity, are given particular attention.

The study also looks at significant court rulings that have influenced how cybersecurity laws are
interpreted, showing how judges have struck a balance between competing interests like
technological advancement, national security, and individual privacy. Important cases like K.S
Puttaswamy v. Union of India® and Shreya Singhal v. Union of India? are examined to learn how
the court handles cybersecurity-related issues.

The lack of a specific cybersecurity law, jurisdictional concerns in cybercrime cases, and the
requirement for improved coordination amongst law enforcement agencies are just a few of the
legal gaps identified by the study. Additionally, it examines the judiciary's proactive role in
upholding fundamental rights, encouraging ethical cybersecurity practices, and fostering
accountability.

This study highlights the necessity of a strong and flexible legal framework to effectively handle
new cybersecurity threats and makes recommendations for changes to strengthen India's defences
against cyberthreats while respecting constitutional values.

Keywords: Cyber offenses; Cyberspace; Online environment; IT (Information Technology); and
Legal Infrastructure.

I. INTRODUCTION

The evolution of the Internet has witnessed an unprecedented surge in global users, with India
emerging as a pivotal player, surpassing even the United States to constitute a noteworthy 17.2%
of the total global Internet user population. This remarkable growth is particularly propelled by a
demographic leaning towards individuals under the age of 30, indicative of a tech-savvy workforce
heavily dependent on Information Technology (IT). Notably, India's IT and Business Process
Outsourcing sectors have garnered international acclaim, solidifying the nation's status as a global
IT hub.?

L AIR 2017 SC 4161
2 AIR (2013) 12 S.C.C.73
3 Internet World Stats. (2020, September 2). Top 20 Countries with the Highest Number of Internet Users.

Retrieved from http://internetworldstats.com/top20.html.
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However, this surge in digital participation brings forth inherent challenges within the virtual
realm. The borderless nature of the Internet, while fostering global connectivity, poses regulatory
challenges, especially in the context of criminal activities conducted online. The anonymity
afforded by the Internet can hinder the identification and apprehension of wrongdoers,
emphasizing the need for legal norms that are not only robust but also adaptable to the unique
challenges presented by the digital domain.

In this context, a comprehensive analysis of the Indian legal framework concerning cybercrimes
becomes imperative. The efficacy of existing laws, exemplified by the Information Technology
Act, 2000, and its subsequent amendments, is central to understanding India's legal approach to
cyber threats. This examination is crucial in crafting a legal response that aligns dynamically with
the evolving nature of the digital landscape.

The significance of this analysis is magnified at a time when the pace of digitization is
unprecedented, solidifying India's position as a global IT hub. The analysis not only illuminates
the strengths and weaknesses of existing regulations but also provides insights into potential areas
of improvement and adaptation.

In conclusion, the surge in Internet users in India signifies not only a digital revolution but also a
redefinition of the nation's socio-economic landscape. The challenges posed by cybercrimes in this
borderless virtual world cannot be ignored. The analysis of India's legal framework concerning
cybercrimes is a crucial undertaking, offering insights into the effectiveness of existing laws and
highlighting areas that require attention and enhancement.*

The NISTIR 7298 report, known as the Glossary of Key Information Security Terms (July 2019),
contributes a comprehensive definition of cybersecurity as a set of measures dedicated to
safeguarding the confidentiality, integrity, and availability of systems, data, and information. This
aligns with the renowned CIA triad principles, emphasizing confidentiality by limiting access to
sensitive information, integrity to prevent unauthorized alteration or destruction, and availability
to ensure timely and reliable access. The choice among these principles depends on organizational
security objectives, with government agencies prioritizing confidentiality for national interests,
financial institutions emphasizing integrity for trustworthy transactions, and industries like e-
commerce and healthcare focusing on availability for uninterrupted services. The study
underscores the importance of these concepts in addressing cyber threats and tailoring security
measures to diverse sectors with varying priorities.

Organizations must carefully weigh these security goals, aligning them with their specific
requirements and overall goals to develop a secure and seamless user experience. Depending on
their priorities, an organization might decide to emphasize one of these concepts over the others.
For instance, an organization requiring high levels of confidentiality and integrity might be willing
to sacrifice some speed in performance, a trade-off that other organizations might evaluate
differently based on their unique needs and priorities (Dalziel, 2014).

In essence, the CIA triad, as defined by NIST and further expounded upon by FISMA, serves as a
foundational framework guiding organizations in their pursuit of effective cybersecurity. By
understanding and strategically applying these principles, organizations can tailor their
cybersecurity strategies to meet their specific requirements, ensuring a harmonious balance
between security objectives and user experience. This holistic approach not only safeguards the

4 Al Obaidan, F., & Saeed, S. (2021). Digital Transformation and Cybersecurity Challenges: A Study of Malware
Detection Using Machine Learning Techniques. In N. K. Ahmed (Ed.), Handbook of Research on Advancing
Cybersecurity for Digital Transformation (pp. 203-226). IGI Global. https://doi.org/10.4018/978-1-799869757.ch011
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rights of citizens in the virtual realm but also contributes to India's continued prominence as a
global player in the Information Technology landscape.

II. THE LEGAL LANDSCAPE OF CYBER CRIMES IN INDIA AND VARIOUS
CATEGORIES OF CYBER OFFENSES

In India, the primary legislation addressing computer-related offenses is the "Information
Technology Act, 2000," last amended in 2008. However, broader provisions pertaining to cyber
offenses are also present in statutes like the "Indian Penal Code, 1860," and the "Indian Evidence
Act, 1972." Amendments have been made to these laws to incorporate specific provisions
addressing [T-related matters. The I'T Act's objective reflects India's transition towards e-commerce
and e-governance, highlighting the need for an effective legal framework to regulate the IT sector.”
The transformative influence of the IT sector on global communication, giving rise to the widely
recognized concept of a "Global Village," has brought forth new challenges related to criminal
activities in cyberspace. The IT Act aims to establish guidelines for governing human conduct in
this virtual realm.

A. Cyber-squatting: Cyber-squatting involves unauthorized use of domain names resembling
famous brands, creating confusion for users. The practice exploits brand recognition, often
demanding payment from legitimate owners. The "Uniform Domain Name Dispute Resolution
Policy" (UDRP) addresses this, offering a streamlined process for dispute resolution, protecting
Intellectual Property Rights and maintaining a secure online environment.®

B. Cyber-terrorism (Section66F of the IT Act): Cyber-terrorism is a dangerous blend of
terrorism and cybernetics, involving politically motivated attacks on computer systems. In India,
instances related to the Kashmir issue and other geopolitical matters underscore the gravity of this
threat. Cyberterrorism employs digital tools to compromise security, spread fear, and influence
political narratives. Notable incidents include the 2002 attacks, allegedly by Pakistani hackers led
by Dr. Naikar, and the 2010 hacking of the CBI website by the Pakistan Cyber Army. To address
this evolving threat, a global collaborative approach and adaptive legal frameworks are imperative
to protect digital spaces and uphold principles of security and privacy.®

C. Data Theft: Data Theft involves the illicit acquisition or purchase of confidential information,
constituting a breach of privacy and trust. The Information Technology Act addresses this offense
under Sections 43,43 A, and 66. Section 43 outlines the offense, while Sections 43 A and 66 provide
the legal consequences for such actions. The illicit trade in sensitive data poses significant risks to
individuals and organizations, necessitating robust legal mechanisms and cybersecurity measures
to safeguard digital assets and maintain public trust in the digital realm.’

D. Hacking (Section 66 of the IT Act): Hacking entails the unauthorized use of computers or
electronic devices, encompassing any unauthorized access, sharing, or manipulation of data,
applications, or devices. Although the overarching offense of hacking encompasses a range of
activities, Section 66(2) of the Information Technology Act (IT Act) specifically addresses
unethical hacking and imposes penalties. Unethical hacking involves malicious intent and

5 Shalini, S. (2020, September 4). What is Cyber Bullying or Anti-Bullying Laws in India? MYADVO. Retrieved

from https://www.myadvo.in/blog/must-read-what-is-cyber-bullying-or-anti-bullying-laws-in-india.  Winston

& Strawn. (2020, September 3). Legal Glossary: Cybersquatting. Retrieved from
https://www.winston.com/en/legal-glossary/cybersquatting.html

6 Brickey, J. (2020, September 3). Defining Cyber Terrorism: Capturing a Broad Range of Activities within
Cyberspace. *CTC Sentinel, 5*(8). https://www.ctc.usma.edu/defining-cyberterrorism-capturing-a-broadrange-of-
activities-in-cyberspace/

7 Gulha, S. K. Cyber Crimes in India. SWAYAM.
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unauthorized actions, distinguishing it from ethical hacking, which is conducted with permission
to identify system vulnerabilities. The legal framework is designed to mitigate hacking activities,
thereby safeguarding digital systems and user privacy.®

E. Web-Jacking: Web-Jacking involves the forcible takeover of a website, executed by unlawfully
acquiring possession through password breaches. Governed by Section 65 of the IT Act, this
offense occurs when an individual illicitly gains control over a website, subsequently altering its
contents without the rightful owner's consent. Section 65 provides legal provisions to address and
penalize such acts of unauthorized possession and modification, emphasizing the importance of
safeguarding the integrity and control of online platforms. The legal framework seeks to deter and
address Web-Jacking incidents, reinforcing the security and ownership of digital content.

F. Cyber Bullying (Section 66A of the IT Act): "Cyberbullying" is a manifestation of repeated
and intentional harm inflicted through electronic devices, presenting a prevalent challenge in the
digital realm. Regulated by the "Information Technology (IT) Act," both "Section 66" and "Section
43" specifically target offenses associated with "cyberbullying," establishing legal provisions to
address and penalize such detrimental activities. This form of misconduct encompasses threats or
intimidation carried out via computers, mobile phones, or other electronic devices. While the legal
framework endeavors to tackle "cyberbullying," it emphasizes the imperative of creating a secure
and respectful online environment, advocating for the well-being of individuals and encouraging
responsible digital conduct.

G. Cyber Stalking (Section 66A of the IT Act and Section 354D of the IPC and now section
78 of BNS): "Cyberstalking" involves the act of stalking in the digital realm, giving rise to
concerns about potential infringements on the "Right to Privacy." This type of harassment,
conducted through online mediums, encompasses unwarranted and persistent monitoring of an
individual's online activities. "Section 72 of the "Information Technology (IT) Act," which pertains
to breaches of privacy and confidentiality, along with the "2013 Criminal Law (Amendment) Act,"
acknowledges "Cyberstalking" as a punishable offense. While these legal provisions provide a
degree of protection, the challenge lies in the effective interpretation and application of these laws
to ensure a gender-neutral and comprehensive approach to tackling "Cyberstalking." This
emphasizes the paramount importance of upholding individuals' privacy rights in the ever-
evolving digital landscape.®

H. Phishing (Section 66D of the IT Act): "Phishing" entails the deceptive practice of sending
fraudulent emails with the aim of obtaining valuable personal information, such as credit card
numbers, account details, or ATM card PI ((N numbers. This nefarious activity is subject to laws
pertaining to fraudulent behavior and illicit activities. Perpetrators of phishing attempts often
exploit unsuspecting individuals, deceiving them into revealing sensitive information. While the
specific legal provisions may vary, the overarching framework for addressing phishing typically
relies on laws designed to combat fraudulent activities and safeguard individuals from falling prey
to such deceptive schemes. As phishing continues to pose a threat in the digital realm, the legal
response remains pivotal in deterring and penalizing those involved in this form of cybercrime.°

8 Vyas, L. (2020, September 3). Is Ethical Hacking Legal in India? IPLEADERS. Retrieved from
https://blog.ipleaders.in/ethicalhacking/#:~:text=Hacking%20is%20a%20punishable%20offense%20in%20India%20
with%20imprisonment%20 up, a%20computer%20system%20is%20hacked.

% Lohia, R. (2020, September 4). Cyber Stalking in India. LEGALSERVICEINDIA. Retrieved from
http://www.legalserviceindia.com/legal/article-1048-cyber-stalking-in-india.html.

10 cybersurf Legal Consulting. (2020, September 5). Phishing. Retrieved from
http://www.cyberjure.com/phishing11.html#:~:text=Phishing%20involves%20use%200f%20fake%20emails%2
0and%2For%20fake%20websites. &text=This%20website%20impersonates%20the%20bank’s,1%20Crore.
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I. Damaging Computer System: Damaging computer systems, as outlined in Section 43 of the
IT Act, encompasses various offenses involving unauthorized actions that harm computer systems.
This includes obtaining information without permission, exposing systems to contamination,
digital or physical damage, disrupting operations, restricting legitimate access, abetting offenses,
internet time theft, compromising information security, and concealing computer codes. Section
43 focuses on penalizing such actions with fines, while Section 66 of the IT Act provides
imprisonment of up to three years. This legal framework aims to deter and punish activities that
compromise the security of computer systems.

J. Obscenity (Section 67 of the IT Act): Obscenity, as covered in “Section 67 of the IT Act”,
involves the publication of materials deemed obscene, posing challenges related to cultural
interpretations and potential constitutional validity concerns.!

K. Defamation (Section 66A and Section 499 of the IPC and now section 356 of the BNS
2023): Online defamation, covered by “Sections 66A and 66C of the IT Act”, pertains to false and
damaging statements made through digital platforms. Section 66A addresses offensive messages
sent via communication services, aiming to prevent reputational harm. Section 66C focuses on
identity theft, penalizing the fraudulent use of someone else's identity, including for defamation.
Challenges arise due to the global nature of the internet and the need to balance protection against
reputational harm with freedom of speech guaranteed under Article 19 of the Indian Constitution.
Evolving legal frameworks should navigate these complexities in the digital age.'?

L. Child Pornography (Section 67B of the IT Act): Child Pornography involves the transmission
of sexually explicit content featuring children and is deemed a severe offense under “Section 67B
of the IT Act” and “the Prevention of Children from Sexual Offences Act”. 78999This crime
carries substantial penalties, reflecting society's commitment to safeguarding minors from
exploitation and abuse. The challenges in monitoring children's exposure to inappropriate online
content underscore the need for awareness and stringent measures to protect young individuals
from potential harm and maintain a safe online environment. 3

M. Voyeurism (Section 354C of the IT Act and now Section 77 of the BNS 2023): Voyeurism
entails observing an individual involved in a private activity, and to a certain extent, this offense
is addressed by “Section 67 of the IT Act”. This section serves as a partial mechanism for dealing
with incidents of voyeurism, emphasizing the need for gender-neutral interpretations in handling
such offences.

I11. Legal Framework for Cybersecurity in India

1. The Information Technology Act of 2000 (IT Act):

The IT Act is the primary law in India that regulates electronic commerce and cybercrimes. It
encompasses provisions for offenses such as cyberbullying, identity theft, online defamation, and
hacking. The IT Act also specifies the procedures for the interception of electronic
communications and the management of electronic evidence.

11 Joseph, V., & Ray, D. (2020, September 5). India: Cyber Crimes Under the IPC And IT Act - An Uneasy Coexistence.
ARGUSPARTNERS. Retrieved from https://www.mondag.com/india/it-and-internet/891738/cybercrimes-under-the-
ipc-and-it-act--an-uneasy-co-existence.

12 1bid

13 Naik, Y. (2020, September 5). Cyber Obscenity and Victimization of Women in India. IPLEADERS. Retrieved
fromhttps://blog.ipleaders.in/cyberobscenity/#:~:text=Concerning%20the%20law%20pertaining%20to,on%20t
he%20internet%20in%20India. &text=1t%20merely%20prohibits%20the%20sale, exhibition%200f%200bscene%
20words%2C%20etc.
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2. The Indian Penal Code (IPC): The IT Act regulates most cybercrimes; however, the IPC also
encompasses numerous offenses associated with cybercrimes, including defamation, fraud, and
obscenity, stalking, outrage the modesty of women etc.

For instance, provisions of the IPC such as Section 499 (defamation) and Section 503 (criminal
intimidation) can be applied to cases of cyberbullying and online defamation.

3. Digital Personal Data Protection Act, 2023: Aims to establish a comprehensive framework
for the preservation of personal data in India. It will strengthen the legal landscape for data privacy
and violation of personal information in the digital world.

4. The Cyber Appellate Tribunal (CAT): The Cyber Appellate Tribunal was established under
the IT Act to adjudicate matters related to cybercrimes and the violation of provisions under the
IT Act. It is a specialized entity that is responsible for the resolution of cybersecurity-related
appeals.

5. The National Cyber Security Policy, 2013 further outlines the government’s commitment to
assuring a secure cyberspace and nurturing collaboration among various stakeholders.

IV. DELVING INTO THE COMPLEXITY OF CYBERSECURITY CHALLENGES
Computer and network security constitute a captivating yet intricate field. Several reasons
contribute to the complexity of cybersecurity:

1. Deceptive Simplicity: At first glance, cybersecurity may appear simple to beginners. The
fundamental requirements, such as confidentiality, integrity, and availability, seem self-
explanatory. However, the methods employed to meet these requirements can be highly
intricate, demanding sophisticated reasoning for a comprehensive understanding.

2. Adversarial Perspective: Successful cyber-attacks often stem from a different
perspective, exploiting unexpected weaknesses in the security approach. Designing a
robust security system requires anticipating potential attacks on confidentiality, integrity,
and availability.

3. Contradictory Approaches: The development of security services involves conflicting
approaches. It's not evident from specific requirements which detailed measures are
necessary; instead, security considerations should encompass various potential threats.

4. Strategic Placement: Determining where to apply different security approaches is crucial,
both in terms of physical placement and logical conceptualization.

5. Protocol Complexity: Security services often rely on multiple protocols, adding
complexity to the development of a comprehensive security approach.

6. Battle of Wits: Cybersecurity is characterized as a battle of wits between criminals seeking
vulnerabilities and designers working to address them. Attackers have the advantage of
needing to find only one weak point, while designers must identify and mitigate all
weaknesses to ensure successful security.

7. Preventive Investment: Managers and developers must recognize the advantages of
investing in security before a breach occurs. This proactive approach is essential for
safeguarding systems against potential threats.

8. Continuous Monitoring: Given the dynamic nature of today's short-term environment,
ensuring continuous and regular monitoring and control of computer security is a complex
task for managers and developers.

9. Post-Development Consideration: Security is often an afterthought in the development
process of computer systems rather than being an integral part of the system's design from
the outset.

http.//jier.org 1657
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10. Perceived Obstacle: Numerous developers and managers perceive robust security
measures as a hindrance to the efficient and user-friendly operation of a computer system,
potentially jeopardizing its usability.

V. COUNTER MEASURES AGAINST CYBER ATTACKS

1. SECURITY RISK ASSESSMENT AND SAFEGUARDS

In the realm of cybersecurity, an arsenal of defense mechanisms is essential to fortify organizations
against the ever-evolving landscape of cyber threats. Firewalls, serving as vigilant gatekeepers,
scrutinize data packets to allow or block based on predefined rules, forming the frontline defense
against unauthorized access and various cyber threats. Intrusion Detection Systems (IDS) and
Prevention Systems (IPS) monitor and take automated actions to thwart potential threats beyond
firewalls. Antivirus software acts as a sentinel, identifying and eliminating malicious software.
Regular software updates, encryption, and multi-factor authentication add layers of protection,
while security awareness training empowers users to recognize and respond to potential risks.
Backup and disaster recovery strategies ensure resilience, and network segmentation restricts
lateral movement within networks. An incident response plan, continuous monitoring, and
vulnerability management provide a proactive approach. Cloud security measures, Al, and ML
technologies, along with DDoS protection, enhance defense mechanisms. Security Information
and Event Management (SIEM), mobile device management, and a collaborative cybersecurity
culture reinforce security. Legal compliance, red teaming, third-party risk management, APT
protection, cybersecurity insurance, and blockchain technology contribute to a comprehensive
cybersecurity strategy.

2. CRYPTOGRAPHY

Cryptography plays a pivotal role in the landscape of computer security, serving as a critical
mechanism for safeguarding communications and ensuring the integrity and authenticity of data.
This section provides an overview of how cryptography algorithms are utilized, focusing on
symmetric encryption, which was the predominant encryption method before the advent of public-
key encryption, relies on a shared secret key for both the encryption and decryption processes. The
fundamental elements involved in achieving confidentiality through symmetric encryption include
plaintext (the original, unencrypted message), encryption algorithms (dictating transformations
applied to the plaintext), secret keys (crucial inputs determining specific processes), and ciphertext
(the transformed, encrypted message). Distinct ciphertexts are generated for the same message
using different keys, and the decryption algorithm employing the ciphertext and the same secret
key, reverses the encryption process to reproduce the original plaintext.'*

Cryptography systems can be categorized based on three independent factors: the transformation
of plaintext into ciphertext (involving substitution and transposition principles), the number of
keys applied (symmetric encryption involves a single shared key for both the sender and receiver,
while public-key encryption employs different keys for each), and processes used for plaintext
(block ciphers process input one block at a time, continuously producing output blocks, whereas
stream ciphers operate on individual elements of the plaintext sequentially). Understanding these
facets is essential for comprehending the significance of cryptography algorithms in ensuring
information security.'®

3. CRYPTANALYSIS:

14 Ahuja, N. B. (2017, June 4). Beware of Cryptonite. The Week. https://www.theweek.in/theweek/current/india-
flow-of-digital-currency-in-itscyberspace.html?fromNewsdog=1&utm_source=NewsDog&utm_medium=referral.
Accessed September 2, 2017.

5 International Organization for Standardization. (n.d.). What is Cryptography? Retrieved from
https://www.iso.org/information-security/what-is-cryptography
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Cryptanalysis involves the process of attempting to uncover the plaintext or key used in encryption.
The strategies employed by cryptanalysts are contingent upon their understanding of the
encryption algorithm and the information available to them. Brute-force attacks, which entail
testing all possible keys, become impractical with large key spaces. Cryptanalysts often focus on
analyzing the ciphertext using statistical tests and may leverage knowledge of the type of plaintext
being concealed. Various types of attacks are employed, including the Cyphertext Attack, where
the adversary has only the ciphertext and minimal information, making it relatively easier to defend
against. In a Known-Plaintext Attack, the analyst possesses parts of the plaintext, facilitating the
recognition of patterns in the ciphertext. A Chosen Plaintext

Attack becomes feasible when the analyst can select messages to encrypt, intentionally revealing
patterns to unveil the key's structure. Less commonly used are Chosen Ciphertext and Chosen Text
Attacks, which involve selecting ciphertext or text for analysis.®

4. COMPUTATIONAL SECURITY:

An encryption algorithm achieves computational security when the expense and time needed to
break the password surpass the value and useful lifespan of the encrypted information. Estimating
the effort required for successful cryptanalysis, assuming no inherent mathematical vulnerabilities,
proves to be a complex task. The brute-force method entails attempting every conceivable key,
accompanied by a reasoned assessment of costs and time.

S5.ADDITIONAL CRYPTOGRAPHIC METHODS:
Beyond symmetric encryption, other cryptographic methods include:
1. Mathematical Rigor: Defining secrecy and utilizing Pseudo-Random Number Generators

(PRNG).

2. Message Authentication Code (MAC): Using symmetric ciphers to generate MAC for data
integrity.

3. Modern Ciphers: Such as Elliptic Curve and Lattice-Based Cryptography.

4. Quantum Cryptography: Exploring cryptographic methods based on quantum principles.

5. Key Generation Techniques: Generating keys from passwords using techniques like
Password-Based Key Derivation Function (PBKDF).

6. Password Hashing: Techniques like salting and protection against attacks on password
hashes.

VI. CYBER SECURITY AND DATA PRIVACY

The landmark Justice K.S. Puttaswamy (Retd.) v. Union of India case (2017) underlined the
fundamental necessity of data privacy and cybersecurity in the digital era. The Supreme Court of
India defined the right to privacy as a constitutionally protected basic right under Article 21 of the
Indian Constitution. This ruling stressed that personal data must be secured against misuse,
particularly in an era typified by increased dependence on technology and pervasive data
collecting. It also underscored the necessity for effective cybersecurity policies to protect sensitive
personal information from illegal access and cyber threats. The case serves as a cornerstone for
emerging legislative frameworks around data protection, proposing a balance between individual
privacy rights and governmental or corporate interests in the use of data.*’

VI1l. CYBER SECURITY AND DIGITAL AREEST

6 SANS Institute. (n.d.). White Paper: "Title of the White Paper." Retrieved from
https://www.sans.org/whitepapers/752/
1 ibid
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The growth of digital arrest in India has been pushed by the rising digitalization of the country and
the corresponding surge in cybercrimes. Digital arrest refers to the processes and structures used
to identify, prevent, and respond to criminal behaviours in the digital environment, such as
hacking, phishing, data theft, and online fraud. Over the years, India has strengthened its
cybersecurity infrastructure through initiatives like CERT-In (Indian Computer Emergency
Response Team), which monitors and mitigates cybersecurity incidents, and the introduction of
the Information Technology Act, 2000, to establish legal remedies for cyber offenses. With rising
awareness of digital hazards, the government has also developed initiatives like Cyber Swachhta
Kendra to defend against harmful software. These accomplishments underscore India’s
commitment to developing a safe digital environment, yet problems like growing cyber threats and
preserving the balance between enforcement and individual privacy continue to define its progress.

VIII. JUDICIAL INTERPRETATIONS ON CYBER OFFENCES IN INDIA

1.Avnish Rajaj v. State (NCT) of Delhil21 (DPS MMS Scandal):

In the highly publicized DPS MMS Scandal, a prominent legal case unfolded, centering on the
uploading of an explicit MMS featuring a DPS schoolgirl on the e-commerce platform
"baazee.com" for commercial purposes, leading to substantial financial gains. Avnish

Bajaj, the Chief Executive Officer, found himself facing charges under Section 67 of the
Information Technology (IT) Act for the publication and transmission of materials deemed
obscene. In his defense, Bajaj asserted a lack of direct involvement and highlighted a 38hour delay
in the removal of the controversial video, attributing the timing issue to the occurrence over the
weekend. The landmark court decision accepted Bajaj's arguments, resulting in his release on bail
and subsequently setting a significant precedent in shaping the legal landscape for handling cases
related to objectionable online content.®

2.Syed Astifuddin v. The State of Andhra Pradesh:

This case revolves around Tata Indicom interference with Reliance Info COMM's scheme. Tata
Indicom employees manipulated a mobile handset, providing their services and causing financial
loss to Reliance. The employees contended that they did not violate the IT Act. However, the court
rejected their arguments, asserting that the mobile phone qualified as a 'Computer' under Section
2 of the Act, making their actions an offense under Section 65. This decision established the legal
perspective on the broad interpretation of 'Computer' in the context of technological offenses.

3.PR Transport Agency v. Union of India:

The case dealt with a contract reached via email, where the defendant rescinded the contract citing
technological grounds. The defendant argued lack of court jurisdiction, as the email was received
outside the court's territorial jurisdiction. The court, rejecting this argument, interpreted Section
13 of the IT Act, emphasizing that, in email-based contracts, the usual place of business occurrence
determines jurisdiction. This interpretation set a precedent for determining jurisdiction in cases
involving contracts formed through electronic communication.?

4.Times Internet v. M/s Belize Domain:

In the legal dispute of Times Internet v. M/s Belize Domain, a notable cyber-squatting case, the
plaintiff, Times Internet, an entity operating the widely recognized website 'indiatimes.com,’
brought allegations against the defendant, registered as 'indiatimestravel.com.' The crux of the
matter lay in the defendant's provision of travel services under the subdomain
'travel.indiatimes.com.' The plaintiff contended that these actions deceptive practices and cyber-

18 (2005) 3 CompLJ 364 Del, 116 (2005) DLT 427, 2005 (79) DRI 576.
192006 (1) ALD Cri 96, 2005 CriLJ 4314. 22 AIR
2006 All 23, 2006 (1) AWC 504.
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squatting, as the defendant's domain name was deceptively like the plaintiff's well-established
brand.?

The court's ruling favored the plaintiff, establishing a precedent that equated the defendant's
actions with cyber-squatting and drew analogies to passing off cases in trademark law. The court's
decision underscored the importance of protecting intellectual property rights in the online domain,
emphasizing the deceptive resemblance in the domain names as a crucial factor. This legal outcome
served to reinforce the safeguards against cyber-squatting and trademark infringement within the
digital landscape, contributing significantly to the evolving jurisprudence surrounding intellectual
property in the context of online activities. The case highlighted the imperative need for clarity
and distinctiveness in domain registrations to prevent confusion and potential harm to established
brands in the cyber realm.?

5.NASSCOM v. Ajay Sood:

This legal precedent established a noteworthy milestone in dealing with the offense of phishing.
The accused, utilizing misrepresentation techniques in emails, deceitfully gathered personal
information by impersonating the plaintiff, creating confusion regarding the true origin and
legitimacy of the emails. The court, in its judgment, unequivocally pronounced the defendant as
culpable of engaging in phishing activities. The ruling underscored the gravity of such actions,
emphasizing the substantial impact on both consumers and the misrepresented entity. This case
shed light on the dynamic nature of cybersecurity challenges and emphasized that while existing
IT laws lay a foundation, judicial interpretation becomes imperative to effectively address
evolving cyber threats. The verdict served as a clarion call for a vigilant legal approach to combat
emerging forms of cybercrimes such as phishing, ensuring the protection of individuals and
organizations in the digital landscape.??

6.Shreya Singhal v. Union of India

In the legal matter of "Shreya Singhal v. Union of India," the focal point was "Section 66A" of the
Information Technology Act, 2000, introduced through a 2009 Amendment Act to address
emerging cybercrimes in the context of the expanding use of computers and the internet. The
specified offenses included the electronic distribution of sexually explicit materials, video
voyeurism, breaches of confidentiality leading to data leaks by intermediaries, and various
ecommerce frauds like personation (commonly referred to as "Phishing"), identity theft, and the
transmission of offensive messages through communication services.

"Shreya Singhal," serving as the petitioner, contested the constitutional validity of "Section 66A,"
asserting that it violated the fundamental right to freedom of speech and expression guaranteed by
"Article 19(1)(a)" of the Constitution of India. The provision criminalized the transmission of
offensive messages through communication services, providing law enforcement authorities with
the authority to arrest individuals for online content deemed objectionable. The case gained
significant attention as arbitrary arrests occurred under "Section 66A," prompting concerns about
potential misuse and encroachment on free speech.

In a landmark ruling on March 24, 2015, the Supreme Court of India invalidated "Section 66A,"
declaring it unconstitutional. The court's decision rested on the grounds that the provision was
vague, overly expansive, and did not meet the "clear and present danger" test required for
restricting freedom of speech. This judgment held profound significance in affirming the
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protection of free expression in the digital realm and established a precedent for the legal treatment
of online speech in India.?®

7.Sazzadur Rahman v. The State of Assam and Ors?*

The accused established a fictitious Facebook profile of a 15-year-old victim. The accused posted
derogatory remarks, uploaded obscene pictures, and mentioned the victim's name in the false
profile, which resulted in her mental instability and impeded her academic development. The
accused's application under Section 311 of the CrPC was denied by the trial court.

Following this, a petition was submitted to the Gauhati High Court for the quashing of the trial
court's order under section 482 in conjunction with sections 401/397 of the CrPC. The application
was dismissed by the Gauhati High Court, which ruled that the trial Court's discretion, which was
apparently exercised judiciously based on pertinent materials, could not be interfered with either
in revisional jurisdiction or under Section 482 CrPC.

8.Shubham Bansal v. The State (Govt of NCT Delhi) °
He created a false Facebook account in the name of Nidhi Taneja and included the victim's
telephone number. This caused the victim to experience annoyance, contempt, and harassment,
and as a result, an FIR was registered against the accused.

The victim submitted an additional application under Section 173 (8) of the CrPC, which requested
that the investigating officer conduct a more thorough investigation. Consequently, the matter was
remanded to the Metropolitan Magistrate for further consideration. Subsequently, the accused
applied to the cessation of the proceedings against him under Section 66A of the IT Actand Section
509 of the IPC.

The Delhi High Court declined to consider the accused's application and instead directed the
investigating officer to delay the submission of his final report until the Magistrate issues
instructions regarding the victim's pending application. The honourable court observed that the
investigating officer had the option of filing a report based on the investigation conducted thus far,
but they reserved the right to submit a supplementary challan/report in response to the victim's
pending application under Section 173 (8) of the CrPC, which sought additional investigation.

9.Jitender Singh Grewal v. The State of West Bengal?®

The accused created a fictitious Facebook account for the victim and uploaded her explicit pictures
to the account. The accused was charged under Sections 354A/354D/500/509/507 of the IPC and
Section 67A of the IT Act. He submitted a parole application. The accused's parole application
was denied by the trial court, and the Calcutta High Court upheld the trial court's decision.

2 AIR 2015 SC 1523
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10.Prakhar Sharma v. The State of Madhya Pradesh?’

The accused not only posted some filthy remarks and images of the victim that had been extracted
from her original Facebook account, but they also created a phony Facebook account for the
victim. The defendant was charged under Sections 66(c), 67, and 67(a) of the IT Act. The accused's
parole request was denied by the Madhya Pradesh High Court.

11.Ramaswamy and Ors. V. Union of India and Ors.?®

Call for Guidelines on Seizure of Digital Devices: In November 2023, the Supreme Court raised
worries over the unrestrained rights of investigative authorities to examine and seize digital devices
during inquiries, stating that such measures might harm people’ privacy. The Court requested the
Union government to adopt standards controlling the seizure of gadgets like mobile phones and
computers to balance investigative demands with privacy rights.

12.State Bank of India v. Pallabh Bhowmick and Ors.?

Supreme Court Orders SBI to Refund Cyber Fraud Victim: In January 2025, the Supreme Court
compelled the State Bank of India (SBI) to refund 394,000 to a client who lost money in an online
fraud. The Court stressed the bank's obligation to safeguard its consumers from cybercrime and
stated that banks must be liable for delivering secure banking services.

IX. CONCLUSION

Judicial interpretations in India have played a major role in determining the country’s approach to
cybersecurity. By interpreting and enforcing existing laws, Indian courts have sought to meet the
issues provided by quickly expanding technology, cybercrimes, and privacy concerns. The balance
between preserving national security, respecting individual rights, and developing a robust digital
economy is key to this continuing process.

As technology continues to improve, the Indian judiciary will likely continue to revise its
interpretations to guarantee that the legal framework adjusts to new breakthroughs in
cybersecurity. However, the role of the legislature in updating laws and the government in creating
robust cybersecurity infrastructure remains just as crucial to ensuring a secure and resilient digital
landscape in India.

Judicial interpretations in India have profoundly changed the legal environment for cybersecurity,
providing clarification on the application of laws to evolving technology and digital platforms.
However, the continually developing nature of cyber threats creates a continuous challenge for the
judges and politicians. The Indian judiciary has set important precedents, especially in the realms
of privacy protection, intermediary liability, and the scope of cybercrimes, but the legal landscape
continues to evolve in response to new cyber risks.

As India continues to develop its cybersecurity laws, it is essential for the judiciary to remain
engaged and adapt its interpretations to address the complexities of the digital age. Legislative
changes, judicial clarification, and greater capacity-building will be vital in creating a safe and
secure digital environment in the country.

2 MCRC No. 377 of 2018
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